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for tham fe tm^ maw s&rsd & a m$s&f 11§ & «;om urslt Kl involve pro^g 
tha wA» <>f o&oA message ov^y 8ma tfca MAC A eh^Aod or, n a ??i«a# "has b*eo cAsrigsd ; o fmsfc MAS 
& fes c#soMsd. To &vo*d a *AAC o&<&&t&d for s«s moso&p ob^d in tdo drnK^v 

$&efe 114), axU; g^bal «C afetod for m$ Mv&W UACA (trying ton as $f § 
ms^gm oM stored & « mure US, To oho^s sfesd mo^og^ the glofeal MAC is r^c^i^d C^us 

v^nf^rvg MAC of m^pu^ t^v MAC <A tho mosssgs mo&^A^ (tfe vadA^ r^ o>o^;<^oV 
^ mos^o % oh&og&i *^AC « a ssw ^obsi MAC ore oskx^^d, 

svsfei oao A^ «i^odod to a hto-chv or $?A>0 k&si MAC'S. 
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TAe present smmnm relates to soceta i-mmmtm m?m> h; somputor <m «s sioaxx §\<mm. & 
w* n*f aped to tmtm to Stos Internal oxacefy; that * with v«teto. This ones tat Id® 

fMpfmsSeoe i« to bo proof wpkm <2&Siruota, for an «ts»? car? akoeet *s» baeoey stored information; 
eaoMctloa agalaM dm^im moolme physical mm\ty of tbs sxaaqs means, wh* is wst decs is 
a eaaomaoe that tbe stored dots * «<* totortemd wfte in turn waos that any eymxaxaxe *» be 



In prleclole, this CM ho achieves tsy mooes of o MAC tmoss<jp 5 aodxw>fetkm coco). A MAG Is 
oateolaMd by p»fcg the Infonxatca iiwmsgh & MAO yeeeraloa, rising « MAG much w tvoicahv S* hits 
i^/! 5 :!?^ ft ^^y^^^^^* ^ hs ayexnaesaM lake by oxalcutotlno mo MAC, It Me 

course, W? ho orowvod from loteoMosrasc >e tmm belog sd|seMd by m oelslMa to motors so eCoelmsot 
to the Mmtmsm widen It Is odeetaled from. Jhk fe ztitimm by eelng a mom few In caMatattoo ox* MAC, 

omwmnmmf * t$mmm a matt ooo me mt*m is ixsforrsd imw? uoioc s mmm-m 

algorithm and a DfMsoA «Miiiig Mipy asMo a km m a elghar bkax, chslclno (CBC; 
M fe<Mn1gxe, TIN® possess Is mmp as for cocoyphog mmmn tiaxyjh lor eatcolMlno. a MAC, the stroom 
of mm blocks from OoCfCEA ami fjho oxeypMO InMooafAaM is diyregardaO and oalv bx final black 
Is mmttm s® m MAC, h tble Meoalqae la asm, the MAO mm ess m •*«? «fth m taftxiMfion. awd 
coly fm hoy oaad for celeetailng If need ho kogi memt 

10 praMkx, fhio Mchelqoo of aslng a MAC for eacoas (vMldsaxq Information storage la eooxwbM 
an tssmlmmm, beoeeee Me Inaxoxthen tx bo ofaxsaxt Is Ikafy to da wry considerable. At fho hagioolori of a 
soosIoa tdo u.aar Icalatas a chesty *ms iimbtm salsciohog Iho MAC of too coilro dcoy of the stonsd 
loformahoc. At too mH of the ooeoioe, m mm m lo lolosfs 0>o calociohes cf a hsjsd MAC lor m arnica 
hody M tbe lofoooaten; oaw MAC wlli of sooroe m dltAoest from m m ooa mossm tda leformotloe 
hoc hoco ohacgaci by toe oser wedsteg so it corlcg the oosooo, 
* Vyo haw oeathsad lhat. 0;s Mlsoc>seoc to ea chockcO will ooonslly cocalst M a large ooosher of 
IcOichlcal hiao or 'hssossespay eod that the soar will eenoafly mtk m esiy y low of etcos io coy 
easoioc. lit catcefafloe of the MAC for tso iMormoiloc thes lovcioos oasalog a large aosocos cf . 
Imotoiahoc ■ * Iho cochoogoxl Itsxs . fdooath the MAC geoeraior, as well m im ahaogaa alas which are too 
ooly garf of fho hhsooMleo which cochldctsa to tea cdacga to the MAC, Hcwovay. thora la so oasy way In 
oo whlsh the ohacgo to the MAC aac do caioolafoc from Osc cdsoyod flloa aloao. The MAC Is oaloalatad bv a 
la which each CAcll: clack la tore of the iaooroatloa :s eoroOiaed wih5 lha MAC oslcclatod 
to yadc a MAC for ah olecss eg to acd h-dodioy m mm®, oco, if is set 

, oa the MAC, cf a chsoga to s Mack lo m tnmu of the lofermatloo, 
: ol the groeeot loaeohoe, a global MAC for the whole of a body of Mferocahec, 
to b& m&mfkma la calcolctoe tty coOroialicg s rasosotlae MAC for 
; a global MAC from ate fodyhdasl MAC'S.. 
M Ida slcoed>at fsoo, tee gleoai MAC la oafoalotaa dirocily team tits lodwafasl MAC'a of the roasespa, 
with those mmm mm belo§ osgeooad Is olfact as caocaAacaMe to form a Csfhot mosaop for whioh 
the glsbcl MAC fa oaicolofon, A will Ms resllaoh, fxewono,. that Mo system may be oionncAloal , Cor thC, Mo 
aa moaaayjoe are dlvlcod late blocks aoah of wclob ocoMMe a acbstaottaf ocotasr of moseaaoa. Far oaoh 
bfocA, toe MAfCs of all tbe mossag:ee are oMoclafoO, cod a cloak MAO Is oMccfatcd for all the MACs of Ms 
acessagea el tbe blecc s global MAC Is ;bac oclcolafsaf for tlx block MACM of ail Ox sleeks, Mxe ftso 
globof MAC Is atld asloclaMO com thn loai vkloal MACo of tbc moesagsn aidelt Iralkoctly,. acd vMIOatee ice 
wooie of tbe loformoaeo - all reoasogoe of At bMesx Ths block MACs are cf eooras glodol MACft tea the 
as loci Cecal blccke, ami aaadays lea oxssegee of Iho blacka ladlalcoslly , 

Acy aAaa-aiMo to Mo saonxf IcAomatlac will thsmdy sacseli lo a MAS exach Milam and actscccc el Ida 
AfMoatlco of m lacCldacl mceaaao will rosolt lo Ito MAC ealag otamged. Ceoaoca tea MAC'a are 
oslog a key wbleb Is mi wat®% m otdsklsr caoeot cbeoyo the MAC of a racaseoe wblcd be 
cod fho oaxccxjo will fail its MAC odock. If hat rsAoldar laseos ae me* message, oxoaees a 
comolMa axsaage, or edors tbe acwcoorx el msoaseca. a global MAC osctoh hclore will ocean It will not 
oaoally tae possibly to dcicacaoe tho eatere el an alMrsiloo to aba stereo acermalleo, dot the Mot of seen 

Tbe edvai-aagn of tola faehalgac Is Ibat If. a; a wotkicg scesloc, 0$c esar ebaoyoe eoM a llohaxf cocaxx 
cf oxtseajyaw, theo Me eofoelatloo of the MACC at Me end of Mo acoslca? Mvabaes only the calcelotlce of the 
MAC'S Mr tboeo nsessages wdiob newt beac cbacg ; xt ace fba ealcMetio>-i M Me glabal MAC The 
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d : to tha oafca&tioa at s ssat^o 




^0 P^k^M <^: t»$y 

A ^k^y asraoc* of 8* kmmon ta *ho aoarat of ^dk^k^ h 

f w wNc^ « *«*« *^ro. Aa *a* ^kafea aa* dooa aof masa that ktoo*:oa% to 

ao proof o^oto, WNd a* nw aaa$ is mat tha ofed data oaaaor &$ bv ^ 



Aacordkipiy, &« tomgm s&o provide tmm fer aorinq at a sacadtv modalo cm ar a^ao kov? 
twfrmmn&tom rn&a&, a^oano for oaoypfes «* bofom 



, ... otoriaao, kroto^abtv «. 

em ?! ?! ^ ° r ***** m$ ***** fcy teg random* i* aaah a^oapo 




hksroroay k> profsa^y ahoagad a&or k has dooa aoad a amd^a?adaa^ aombor or&raaa 




aaaak a aoaa<daa^a ;«i of tsaa«* soak aa- paraaa^ aomaotoro : m ^o^aoaaactad ara wok koaara. 
Sack oyotao^ okoa m Wis whih sro ^ aao^ ao paaAc ta^hoaa awtdma. i* 




paoamtaa moaoopoa (both io^ gtawatod by a oao? sad to do atatad sa tha aaoro <a*a k^adaok aaa 
tkaao roao^od koa> o^or ferosNafe) aad aaam^oa aaod by tao ayato k^ oyo&m ^aak^daoa^ 



A a^ha? aopa>ot of tao aivaoaoa aaktkso to tha oaorat ^oropa at oao toradoa; In oaoa a avotoaa or 
roaoaa^aa r^y^ fen oaotbor kaaak*al Has *a a ksoiato wkiah oaara of sao a^ako. 

Aaoaad*ag to a kathar feto at tha k>vaoaoa< th^ro & pro^oad oa kaorma^oa ato^ oy§$am Imdadir^ 



^ ^oh ^aoaaga^ maoaa fer ^ppao*g : fe t^o masoago amjh aoy ta^ to oat aot iaobdlao 

h^adt a§oa fat aoorypilog taa at tao romoto aador oaorvadaa by fhd r^^t kay ao 

bkwchy, <^k1 maan§ for asao^tlag ^ M.AC of tha raooaap o^ apaoad^ a?af ioa^ada^ ^or fdAC a; 
^ ^ao c^aa^aioa of tao g^aaal MAv, 

Aaaa^om moaoog^g syaaoaa omfexlylag tbo fava^doa aow ^ ooaadlaa:a by way at oaa^aka 
•Bf$aaaao to ^ao- dra^aap, ^taata 

Rg, 1 la a bka^k a^ogmta af tha ayo^m; 

g ^a o O^ack dkiproat of port of o u aar A^aot rUA} taa-aa-ai; 
3 k$ o diaak clagroa^ of tao Diatadadaa Coatra (KOCV: 
F^gv 4 io a mara goao?o$ biao* d?a§»a of a UA tam^aat: 
f 4A ^a a ddasikai d^oak d^a^ao of a pad at tha fCO€$ aoa 
F!§/S fa ia?^ ^M^d bto ; d^g^ bl ^,p#t of iC^Ck 
R§\ 8 io a m>xo t»fe:l block d^graro of a fe?f^a? part of a UA ^amaaai. 
a? Tao dtaaoapdoa aa d^adod k^ao tao k^ka^op aao^aaa: 

Qoaoraa oyatom a^a^gomark - 1 
tBaaaast ayatom opamth>o - kay ha§aa-ahy 
Moaaopo akaoforo oad AM ata^oh^ 
5$ UA k$ $a>0 kaaaao 
O 

Syatoar o>oaasa^o aa-or rtK:ovojv 
laosf fa^aaapo §ta?aoa 



CkSOgO Of U.A 

kCC moossgs topping 

k skoofd be noted toot elder aspects of ka* ^pt#m are dosekbod and ;o No ctpM^ 

$ oppllpokooo kkm oko k ■ kanepoa;y Persian , 



0§o<$s# symm w^^^fe i 

1$ Roieoleg to f% 1, Ike system ooo>pooss a p&mfKy $ k.aYokaks TO, 104 108 etc air competed to a 
c»w oommuolcsiooa rnodlom kk ^fa^^l soy dkMroooo csr#$ KOO *tS wb&h is rosooosl^e for 
toe oootrcl and {SsftSft*^ of ksy$< Them k oko a rm^M^ $%$te$t koy diotrfetfoo pMkwsy 18 by 
m« of wolon koya om bo dkabboted ■!mm ^ KSO IS to the tormloalo t8.. kooh a 0 • oempksos 

ooro'eokooal »tt aoporskar sosk so fhe parsoos; ooomsks- kC sod dlso atom 16 os sdsvoy ood 

ra aeoorky module U\ *dook stores vsslooa eoorypaos koys, T?^ k^v d^bufc oemre fi oompksoa a 
.ppkyrly oaxake IT. s c^ompo^sg oos IE. sod mokkko olorsoa o*sono Ik so *kol there k? osg^pkde deeper 
of ioae of dole, Tke seoorky o^odoko; IB and 17 are p?o^ok*d agajn^t oukarJe *m^1^K^> as by 
tke doodle eeeloslop 1km. 

The sooobfy ooodole 1 8 is ebown as oolog fed ky si eoosof loo kora the PC 14, for eosbol porpoeoe. 

ss sod vdbk a bklksebonel dels path lo tke PC 14. This Msr pstk is saed ?or peoelo§ dons from the PC so the 
sooerky rnodole 18 for mwyptte. fer ta*miks§ lo soother tomkoai and kx possmo to too PC d^ts kom 
soother oaodols ste desrypkon ky the seeokty medokr This path 1$ olao osod for dole from Iks 

PC and keek to the eame Kk for loea> seoore lenorypted} lliiop okaoo the temkool mm kn oecrypkoo of 
• thet dots ^ker? k. Is Id be pposs?ssd opoi^. Tk;: ^o^dty modob fk & eksO §iko^o k^og oooj>or«^ 
fho commuofe^lom^ jr^msm ^l. % pm^os, som$$ form of k^^dog ^vkk tk^ m$dk$m ti kr 
o^keri Mkoopk tkkroookk ks porldm^od ky so&orky s^<&.%> k ^ k^t oosveoto for tkis to ks 
pslo^tm^ ky PC 1 4: ck fk« po^oo§ of tr^ PC opnpomsd pfk mis ko toQk&Sy d^kk^t frsm 

tks perte^ pono^mod wkk feo cisor d#ts pss^og Is osk k^m tks so^okiy ^oodoio, P§k> of ooorss^ !ko 
'^S wkkoso^y com^^k^is fe^oky wkk tk<§ m^dto ti for §oop^p or^k roo^ng oso-osours m>$esago§}. 

50 Too s^»% mrx^les Ik eod IT srs ooriomiSfscr osksp .bipwo 1sokoip^< Tkos mopol# k^k^dso 
d&k* oforego o^oor^o k^' sfokop sosrypkop koyo krxl otk^r imsrme^o^ p^k^k Pss to ks Mpt , ; ^oro> 
pr^ooksksg mss^so for o^rrytog oot ooorypfk^s ood ^ryplloo of dfe, a^d : ,olk§f. .op^^o^$. «ck. s^ ms 
ostekrkoo of oke^k p^kkos omf ofcor pro^os^og okpr^d kr ike sod cootrol m« 

ooopel^s fko roqo^rod , : opoiallo^ , !&sk moko?o ajso k«c^a$s s r^tory, to svxkd k:o k?as of ooo^ro 

^ ferrostioo e^ok ae keys jo too ovo?k of fsmporsry loos; pow kkior^. The o^okoie <k.ko. Wute^w for 
Odo^og e pf^iookotsok oo tf^o roodois sod ^koykig si ^oroo iofoooskoo io too modulo jo tks ov^ot of 
§eok is?k<^^ok, op ky ov^r-xvdik^ ^oroPlofor^etioo osok so koy^s wko o^ook-m doto N so ss to ooriotor fko 
posoikkify of on ooomy kylofy to opso op fko modois ood o^sof oss ; kk kkdroo^oo torn k ky ?ooktng 
eoooeokoos to ^odkk^ol ^n=$^onto, 

^ Msoy of rks a^mpor^ooto of tf^o mopoio^ s^ok as y^oof rop^tors^ eoootsrs eod ^oroo Pooorldod tor< 
« profore^y koofemep^d by msoso of s rrk^oorOv^osoo ^ reridooi oocooo o^sroory, snd s stor<KJ 
program wklqk doflosk mompry fop^oot ooed. ksr ikd|o osrspoo^ris &od ksplomsoto fkok ioooooso, 
flomo o^mpoporks, sook oo s msdeoyoomkor poooroior opo oo ooorypkorkdoorypkoo umi srs kowovor for 
verlooo r^o^ooe preforobiy prsvidod ky spsdfekp^p^ ksrdv^ro), Tke : program kr pmfomb^y storod of 

^ l^ssf porksly lo o PBOM or ike ^ko ao tkst pan of f soar Of too propr-srs oooost ko oiforod oooo k ooe ooso 
wrlftookf^ program fkos a^ofcot bk ?mxakod to mow stored keya or o^oor soo^ro orormokoo to ko rood ora 
S s OOi fko o>odok^ 

Tko ayoa^o Is ss^raok to bo opoo to skk^ok koo^ ^ ookcklor SO fopp<op iok$ too oorsrsook^tioos 
o^dlom 11. Sr^k oo ootokior or;sy ky to eo^ekroo oo rsossopoe, kt fo^a^pt ood romovo oisoso(|os> and 
to orodky ^skoo mssksgso and los^t f&k;o msoek§so< Tks^ ; modk^ 1 1 fs d^dbofod osd not or>dor too 
soio oonfrof or Iks oeors ICr oa^ tor o>:s^kps k msy k^oiods ports of $ pokik- mosoop^op syotoro sook 
ss^ o fs»oooo oofwork or o pookot swkooiog eya-oai wftk storo sod foo^ord msooo, Hoooo mo sokvfaoo of 
k^o oofsldor 20 do oof ks^ro soy ksrsrooky doiaotobfe oooror^kalskos ki oodkkm ro too pot%stkk sk ooso ky 
^aok oo oolslooo fko rm-dkso H 0? s^ooo^d to ko Inkor^ky kotko fo 1oo?kr sooo os kakog oioosopoo, 
soplookog meoaeoso lo voo/lnp dsloyo so tost moir order may be oksogod; sod kopsost<op k'schoks^) 
msoasc^Sv 

to orkikioo to sook poesik^o ^yorxsps^on end possible poysloak okock oo tko soookty otodolo as ooksl 
obo^or^ oolsklsr osgot gskraoooes m too o^odo^o lo Ike sosoooe of too kgotk.^ osor ood attsropt to poio 



sasi ass 



aamy to ike $y$S$m> "To aaaabat k^m various t&chnlquas ^tsy aa aaad Taa aaaaaty aaoauia a^ay be ammma 
to h&v$ aaeswaad eoeaaL aa tm;a a p&asawa aaa be eatej-ea by ma agkttmuaaa v>ma ma axmekmaaa eaty 
rssporsdfng to mat pasawa^l If tka aeer knows aca* long ma ab$aaae^;a ba, a t>ma toak may be aaed; mi 
• mtamaJ battery of the eaadam ^« that pa m\ raa oaaamaeamy, Tha pwrd may ataa aa geaerated 
§ by tea modafe and fad eat to a floppy d!«c which ase aa phv&ceiiy aaa-mvad and retmaad ay ma ogataa 



Scatty dmeamt pmteaaea amaakmes may af eaease ba uaed far tea aaeaaty mabekaaaf -he ^ee? 
aad mat ma m?y amtebehaa aeatra, mace ma KDC is Sfetfy m aa mas vamaamm to attack maa 
aar : ma amJa aa ma amar head a aaooaaste; ak» agmam me KDC a^mo aa raeaa raaa* 
*m eaaa^rm :> a aaa aaa ^ra^e^s <^ ^aa, :.a* > e$> 



gaaaa| avagm $aja?a|aa - kaa mma^a 

am aha a^amfea of tea prwi system !a aeatasikm by ma KDC 12 at two fevsls. Rm, eaoh <a 
asa^aed a aakaae User k*aater Kay (UMK) by ma KDO; mm u&K b takea to ma UA aw ma eoa^ekaaaoam 
caaaem 13 arm kmtamm at ma UA aa tea ^ceatv areola t&j. ag ay a ewebe? at ma staff ops-r*?§ the 
KDC, Thm key kama^taraead ta or vaafy a^easagea barbae tha UA aea ma KDC, Samae<y. a a 

UA aamta to ao^maakmte amh aaataa- UA, taae me KDC mast be esad to eat ap a aeeaa* aaaeae; 

aa bet^aee tha a*e UAm The UA ^aaaaag aha imk mfaam>a taa KD£k wak- a aoaea:aegm sate aa taa kam bat 
t&ewaltef ptaimmame m tea aea> at me aak amy at kak^aaat mte^ata {weea aa L« aeede aeaakmrn 
Taare m alao a § aeb mvat at option af ma ay atom, mktheg m ma aeaere amraga at aadrmakaa at a 
aax^a DA; ^-is a^rattaa dm$a aat mvasVa ma KDC, 

l^a pbyakxa! maakm^ aad ma aaya aad mak ktoaky : saxl a>a abmamaaana aaad, « gkam m Tymia 

i-§ k T?m aaaam^a key m am shovm aa bm.^g m kas tm^aaav, kaaaaaa ava?y maaaa^a m aaa^yaaaa a^ar a 
mttyaaat aaasaaga kay, ga^atmi satam k)f matamaaap> v^a^af maat at ma htoahy k> maakaKUa^ 
that masaagm la mab aaary ma^a m aaa?yptad ay aamg a pak of kaya: aaa kay c k^mad ma baaa kay, 
m a kay takaa kam tmma^aay, and ma ama>- m ma a^aaaaga key far » masa^a, 

WiiB. Illlll : 111:11111^11 

llSvt !. • |l|!|k! 

DA^uim a^^m a? ac>aa) : il:llllllllllllll^ 

m I ia : i : :: ay:; : :f:|;|:^|; 

t<aas 

,NV,vo\v»>- • ■■ : : : : : : : o^y:-:-:-:-. yyy,y;-yy' ' yyy.'-y.<-: : :'y/-:-y.-:-: 

iim - User yssl§f fe^ (KDC<->UA) 

m <~> ua> 

WK Osis Ki-:y - Msssisgs Ksy 

: : CO A mm®: ■ 11:11111: Illlll 



m ■Mi^yM.WMMM lifKsilll 

% a?; mwmr cm mmm^m mnuqh ^sm&sm mcomd wim t# s«s ks«; hss may so 
*!# to bwk the $?mm m4 mxvw tm m. Tm Keys are me^ore vh^a^Ki at sv«>^ ieee\>s-is this 
?aees?v m$ also as im if «n »»id«r «>eesi mmhm mam a ksy, M will mmbM\> besoms oasieso 
te him as a msest of ssoh ksy osos^sg. Howw. tho US4K'§ a?e dsstsos.aso: phy^caky, and sosogas: ;o 
mma ^a*a mamaeaa dak^oa m aaaama. A aim-^ahiaa^ ayaaaa^ ar kaya ^a taeasa^e aaaa, ?a a-taaa aaaa kay ?a 
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n^peakmk oofom any okange k mada to km key eboao a m kas bkxaronx Tb$ aopedor koy can 
bo o:me to transmit ankaxxakm mamenkng too cdoogao of a » k^y, The KDC mmekam only kecomes 
smmked k Kay cheogoo kmmkng avs obyekad tnnmpma otkakmaxm- UkSkkb at okanvom amegaaax 
kaemom oo kax :xakmmdoaeg doea n<a booonx: unduly mxkaoaome. 



akaotora and UA aknoaoe 



Too aokooa UAm ank too KDC oonmxakoam vmb each otmr ky means of oxk^sgem Tkeoa ox>\mmgea 
m # hmm knaekm tke » kamgb bmm am xxmtkaxx as vkk am aooo. One basic mamma of 

mskkxa Ida Mormon am ganora^ by ank mkok on by dm 
me l^li 

naen^empoaek dm System mm*myme am general kady *korl and thmm em mrnena dkmmot mpos;: 
user oxmaagam am of vaay ^kobkMongt^ bar only of oeaoodoka a kngm typo. As bo maxy aemmb 

?>as genonk oaxetore of e mosoogm and km bammxm nxyimd for do genenkkm at so odgkxbmg OA 
oak for mapomm k* a ekokar meaeage roookod es; dm UA waf do keaanbek bare, mkn ^kxeooe bmbaky to 
oxmoages hetmeoo bxHJA rmm the kDCk onk to pokkakor to too mat. onok moosagm Of nor system 
meesepa « det>k wkb m bomkty tke aoroo way a eat akm nana? mkemomxa ag in the koy levefe. axoswam 

an The oysaxe ofsbx wkh da? tpk?e yUeor kkaaer kaysv bme§ kmktkokm and extend of aa th§ UA*§ 
^eo&r but. wfti.no o#pr tep e^og and aath no oooxnomoatam kaksexotaxa Remrkog as ra;a 2, 

the UA ka^odea vodoomekmmata ^^^ ^^rlbad, wan geoema eonmk feockano ower kmeo emmeota defng 
poaaxmek ky nonmk nkoobm kk, Too UkkC ax o UA *a kaa^pokek physkmay m a key nmxaxal ookkk 
wbko Is eooneetok mmponxay to dm aooore momne tk of tbo UA to kanaka a>o kfkk ako a. Uk^k rog^n 

aa k«k A oaa^ <xxankx ag <$ ^^oa^aai vvak tn^ koy mgk^kx 3k m kaop o coooaaf too maok^a nUkooa iko 
Ulkk nsa$ bean oook. Ilka ocaaxon 8fe® sa^ oaogo ooookao, ^ inommoamd oaaara^o a^o aoy ka oook, and m 
aa>dto 0 (^ka>a kd^ xyafana J-s Amt aka^ akkank kk^d ike ^^oi^k kdy . ^ k^kklkd :#k 

f oplaood by a ao^ aoyy 

Td=§ ||Mkkwkl^ m^k^y p^on^nd ooo ka ixax^k ofk?r sakf^kak oaogo, ky ka^ pkyo^al kasayaaak 

aa ol a o>5^ IdkK f^kke KDC. A UklK kay naoasor rog^aka: kkA ^ bxaokaay proa^aka$, >adicd as. a atiaky aotk> 
0 axl a^ axxamsak^ saob dmo o now UMK k axa<afkal {Aaaioxdrxdy, td^ ?o§ka^ 40A easi do a<x fxarrax^ 
ook SI oood k|pd a naaa Ufkk k kkmakd am KDD pmaaxno km naw maaan, 

Aa amm ao mo Ukki k am^aaila am UA, a aoaax! ksao aoy €0K k$ g<xmmmk ond -kom^f ka km UA an 
a 00k: mgadx 3A wad m> asaokafad aaaga ooaomr 3d and aoy aonxax naglaka 33A. Too kay k go>axmok 

aa kern eyan<kaat oi§na^ pooaaka 3d, mnlon ^kiaaoa .& mno>xn olgn^ ^.aoo anon oa a bmmak ya>lso goaaxokx 
or o naskxak^ ko^y aoonfoa k> aaaaxo dak ^na a^y k mky ra^moaa Tko CDK an goao?ot^ ^a pmmg^y 
a^t k$ t^: KDC, : by ?k^o : of a xgka&b. sykfem oxasa^axa fa pnmooo, aoon nmkoo^ mmo?okxo <xmoomk 
dka at a m^okao^y ^low ank ka^okxa ino!odo a .mg^te (oof obowa} for tdo ooaf day kk typkaafy M 
kaya Too rodlao§ of kka vogfam? k aaxtad oa aoon ao a.a oontmxo om mkon feka koy\ ao axk tho nam 

<?o rsaxxxn aoy aadM oaa^Msd? pxm^aka Tlao gonoraax k fnomkaa? aaskaa$aka> ka$ oearnky a^aaaoka boooooo 
a ooadian^ a^ k$y ^o omm do not pmmok^d ky encryfkfenl 

Coooldodng ax$ moa$asg>x$ aa mom daaka tdo UA =nkakoa o moasogo -maoamk rogkao? ST won oovorsa 
aookonk ^ w^tek nam^gaa oocamaaa km moaaad o^mf am aamarakak. Th» MB amamk km moaaogo 
aam^mkmaay^amr 3? x m o namaaa^o body m dmamoeaon, ond fa naod m nondkakna krmamkag" or "dmo" af 

•m aoymaf ado vnx^aaao. mm moa^o oosomlky rogarmr 3? boa at do kaknano ond kao aoodono, a oooo^o 
oookon SO orat a atoakamaso ooodon DR The aonroa oockon kao n pomxxaxamxaamo oodo amaar^ fnam^n 
mpamoakag too UA, wnao fM kkmdnaaoo aooaoo kaa o ooko amkaang tdo nsgoaaat doaanakoo too ams ft 
Tbe neat ooako^t MT k a moaaogo typo =xma k^ocnbod omoan The « aoodoo kk k a key nomkor mid 
mkaoagk ymankamaxdmn, dmtonlxad mkom, Tao naak aoaaoa m km MK aootaxa mfapb k no-xt to corrkko 

ta? the mo$a$ogo kay Mk of too meaaoge. The ktB axm kr fkkmak bk o nxmaage aakbenkoodoo code aaoa 
k^AC, aok pmamod ky o kktAC ammkaa MAC) atem mbakaax mo pmaoot c<ai tm dkim^omek (oa aakon 
ao book vktk d'a), 

A mnaongn fygo kmool aaxoge a^am 3A fakdo a ant of naxxaago type momma kx oyakax oaxmx^oo, 
ooob oo fbo oxaosago kmdie KDC tax o DDK k dokg aook and km aprxopkato nnmoaga typo knot aka 
aa mea m aomomk and mam^aakm tdo moma^o koky moa b^B of dm rogmox 3k. For s:yotom eaxaammo to km 
KDC, dka akxege to aaoo doklo too KDC mmtamaon oodo, St comae, for o-iaaaokoa maef or oyaxoa^ fe 
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is of osw =jeed by eyokoo aoesogoe k> it ooki oe by oser rooeersgoe k> it A cor?voettora? took> >ooar<p 
syetom for oeta*oio§ the cfesttookon oodo kooi o rooorooac for tho beokooboo coo of course be osed; otso, 
tho roettng or oddaxsok-g of toe rooesogo through the aabao 1i mi] osoeky bo heodtoe Oy so intsrfsos 

^Ott 43 O&OOOSOP OOOO*, 

§. As noted ebov^k oaoo oa^ssege Is oncryoteb esag ha> key a e beeo key taon the koy Meraohy erkt o 
aoesogo key. The koy raoiher seoboo of ba apater 3T eoetaoo & koy evador WiWisn fa the 
roeoeopo wbteb tbookkod the beeo key oeed for tta> aesoage aid otoo oots as § «Ti^8§s ^mi^r wtiish 
uoktoety tdoobke§ ba naasego. This oaesage oorebor Jo obtaeod by cork>>skoiet^aka key o«a>b$a§ of 
too koy •$ down ba aoforcby to ka^ beso koy, topoaor akk the oee§o ooork ot the boao aa. tkoaa koy 

a reg aho hoe oo esoaaaad key number store, 40 A for the UtktK In #i>r 32 sod S3 A lor the 00 b to 
araoka 34 Thoo If the beoe key & o kkVbo the oaaerks or r^gka;er 4DA ood eoooko* 40 ore usai Mote k 
the beoe key *e a CDK. the eoeteae of aiboare 4CA 33 and of eooeter 33 ere aaxl ooch koy oomber te, 
acai^arMd by t eech bree the esaaiebod koy eaaigod Heoc& fes phoa :iaaa;aa type, tbo oaaaoca 
aaopore sro in sthehy oaxadag eateo baaaaa the key a:eita:a tor ooob key ere ooraet>y raao, sad 

.?§ oaoe §ooO o ooaber Mo, oy heap resot to Ck ttxk ts as e oaob or tho eeak eeaao? up too aaaeoes 
betog k^ror?^vo$d< f^o brooob or too tkoaacky feob^ o.oo tb8 ckmooo dowo tbe hkoaaay writ bo 
tdeotklod by tho oaiassge type-; tor eosoipio, for bio mesoepe type *C8K bete§ psoasb KDC* boag 
ooestbea^ boao » bay bhs aehy ooceoaatiy iraofved ooiy too UMtC 

k aheotd bo ooteb oak akhooph too boy oooaeoof 0 key a eiaka lo mo os^e oooof of too oo^t koy 

^ 00 too bfer^by. too two wkt, oot oooooe^b^y bo ico^co^ v Thfe m t.^oce>^oo to 00^00 ofeo^m^ooe^ o o^gbor 
k^ 3o bto b^ororoby o^r bo 000b, 000 00 ^ooroes05§ ^ omp cooot, wkbo^A too 00^: koy bowo 00^00 
oo^gob, To 0^0^ 0^00 orobioo>§ r tl^o o^e^e cooote ^-d koy ooot»rs oro tberefore o^otekted d^sooot 
mro^boot the ey^tom v fnoo $a$o ooooootbot too rooo§sgo 0^00^0 oro oot oooo^or^y .^oooonoob, 

(ko^ sye^oo^ doo^ode to soeie e;4o?o 00 mo MT cootoo^ ^cSca^og too o^oeo$$go typo jo oioor . k cooks 

os of cooroo be oxkSOlod, es by ^odobjog too MT cook^ko 00 000 of what ^0 o^o^ymod? 0^0 iooofb ol. the 
reoeMp? ^dooobor fto tbo koy oombok? or^ whet ^ too oqoivotook the feoef of too koy ?o too rkoo^oky, woo^ : 
tbeo be^re 1s> be ^ock^tob sep^o^yi 

to !prt # box bodv of 0^0 mes^ge ^ oocryptox^ uo^og e,oo%o key to? toot moosogo^ the e^eoeeoo 
key MK,. Tbto ksy i§ §ooorok05 by fte UA tor o^ooos of bio rerkSom koy oooorotor AND 3b : ^0 

oe fec^ k^to ox^oege key roo^etor 39, 

k is oeoomeb thet tho c^pto^roptko oyotoor ^eod ie 000 ^ ^bich the ooro 0 koy & oee<l for o^o^yotbo 
e^ de^kypbork socb ^ tbo Do$:k)tJA oteobord or ^oookkog sko^^\ {0 wookk ^..po^bk§ bo uoo s syoksok 
o^fb oktoroot ooorypkoo 000 boorypboo keyo, s^b eo a .^pobfc mo ther ooikd reqo^ro both 

koye of e koy par to ^ otoroct, ood too oporookato 000 00 M i^ed for ooc^ypkoo ^o doorypbook The 

c$ ooorypboo kxkoitpoo osod ^0 CBC {Cipher B^ook Ckekimgk wbiob roqok^s: ^otkok^okon vector rk <o$b an 
er^orypboo key. fTblo ^ doopobed fer wpi^ ^ ANSI o^oodord A;ltCkVt§ia Mooes of Oporoboo of too 
DgAt. Ao sokdoks&boo v^bo bk i§ bret ^ooorotod by oocrypbog tbo meokk^ key bk< oodor tbo ^0 koy . 
M ooorypkoo bey kx tko rooeoogo k$ tboo obtok^od by oooi-ypbog tbo b/ e^sto oodor obo booo key. Stooe 
tbo moooego koy ks oerk & ckoer ood tbo roeo^vor he$ 0 copy of the booo key, boo OKK^ege ceo 00 
dooryptod ot fb^ other eod> by oocrypt^oo tbo. Otsego koy k^oer tho be^o koy to ykkd Oro ^bbok^aboo 
voctor ood ogo^o to ylctb tbo deoryphoo koy; tho ok ^id deorypboo koy are rbao uood to deorypt the 
mo^opo. Tl^o ooe ot e bifferork k^b ko 0000 otokepgo to^eoe 0^0 k o o^oos^o k> rop^os?d io okoost tbo 
ei^oo forro fog tbo s^oo ooor o^eo^o be^og oork: 0 sooeod kroo wbb p^tti^s ooty 0 Sm« oboopok b wtif 
bo o^ypkkboodor- o dkteot koy. 00 00 oot^kper vok opt be obto to goto rooob a^kfeob^ kxor^ 005 

os rer?ottbon iri Oyfop to b^x:h tbo ooorypkoo. 

Attor s ^wp is «Y«t the ccoterks of tr<o MT, Kt4> MK, PMACk aid MB »:^o of me 
os^soopo ooeo^obty oypotor 3A sm ^$o§tx^ to 0 oloosopo A; : ohootkottoo Codeo^iko^kot^p orkt MAO AP, <o 
wbk^h 0 b^AD vstoo ^ oeko^okKk a^d that vok^o b: passed book to b>o MAC eook^ ot tba rooosogo 
eoeerod^y roptoksr 37, TAo MAO voioo to tboe kiokidoo ae pert of the oiooaspo. s kho MAC ceio^koted by 

Ok eo oooryptkadtbo procoes (^MAO-otpbob?yyb oe^op kx> CBC toohotpoe. The soot bk^k roaAkng horn kbc 
oosioos tcoo^ boo MAO, Tbo ^MACHspkoPo^f to doso o.steg ^ koy aid 00 iotboksaboo voctor (tVo tbo koy 
(0^0 *MA0obpha-key s p to obtaoo^s so 0 bxa$ toockoo ot kbe ooee key ooas for oo^yptkoy tbo roosoope, 
ood bbe ^¥ to t&keo 00 soro, T>»> $oo=-oo codo ood dosknaton oobo do oot v^^od to 00 o^o^^cotat, 
bocooas 0 ottbor to ottorod to era woyy tbo ur.U ^obtob ootossy roooaee too orosoogs - 0 UA or tbo AtkO > 

e$ wttt be vioobto to ootoaklooto tho rooe^opc, txaooso k oks oot bo ootop tbo proper koy in ooosvpbop 
ootboobc^Oton by tbo MAC obrak. 

The ooorypPorkdo<rrypoo^ oott 41 sed tbo MAO poooroko 42 moot bo ioad§ ka society mod^e, 
boooose tboy bovo to oocoive koy^ ts otoor. Stoktody, tbo CMK ropbstor 33 oaot bo tostdo tbo sooooty 
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m ^ m « to « * coatebta » toy & M While * would i» oosaiOo fx store -ha kava <«<i<** *» 
oxx'sky mcw** coder *» bPPb one b^g decrypts feiM mo** vhm h m much m*« 

oeeveoleol to storo all boys « 5 oleer r^fet^s in** the m**,* The reessaoe 'mm***t <e<ft<i«r$7* 
also o> course loeaie toe exxlobe to keep too «xnmq» ***** tefim It & socryppod and axfPernicsled. 

Eaob exooosge xxt or la passed axcxgh ea Ictobeee coll 43 vxOeb perfemtt a* *«* level 

pfttoeot procxstaog w&fch may bo to Itkerfaee *bb IPs Paoecasoloa exxtlem th PutaOxoox, tlx 

axoataoe aob 43 m«* a *»cMcMy beeobxt to baxsoxssloo of Mcwted or t*o soeb 

r^ojcss. ooo tor syoteot oxxeages and the other be sxax axxoepee TOO peooba a pother esas'bos to be 
oetxt tor oooooryptoo o^osoopos, wblob oro soot sod xxelvsd <« cm (m boo- leoeiosla oof bxoxx; port or 
too secexe xxotsextloe ^bxroy As oofed above, tea loterbtee ox? Is evxfersbly loxbeesxtted bo oxaao of 
th*FCl4{Rg. lb ' ' 

On**** sow m rac*** ebeeiax the register 3? is used to receive loeoexeo exxsagee «Ncfc ere 
reeelvxd booi oho axalkxa X via Jho leaxlace oob PP. Too message KH ot me m*wm x 

leegeexK? to dboob byoi tbo otoroop^blop oooo koy X available. Too MAC of ex massage b toon efxxked 
by axmea ot the bipp. yxoeraler oob 4P ; galop tba Ixxx toy oieeMkxl bo.x too oxeeeae loenMPx bbt oo 
too bbao-olphorbyf key. Tbo eoeeblog MAC Is eeexaxM wile tbo MAO or baxmesxxx tm ay aye 

^ iw*r 44. if the oampoieb MAC- sod bte message MAO osaxby tboo tbo exesage is taboo as 
attheotlcy b they do oop tboo too message b? dlaoarxt&cp ox It abhor bos on error of soo>o km lo It {oorbooo 
so * rosob of frooooPoaloo oolaoyor boo Pooo baopasrod vptb, ft oo ootoktor pp trios to ^odl% a 
bo bo oosblo to obaopo obo MAC of tbo ooosoapo to bo oootolobott obtb bhe oboopob moosooo ^t«* 
bo will oof bo obis bo oorooos too Mbe of tba oamoayo, wboPs la profocbx! oo Mm osloolabfd wlbo a kov 
wblob is ooksovoo py tbo oo tstbao 

TI>o rooasspo mmm KH of loo mossapo tboo is ioapactod to osoob that ibo oososepo Is oot a 
• - of oos that boa booo ^caivoP prooioosiy, ft oso po obsobod lo aoo b tbo oroooapo oombor la 
habop rsgorp to tbo mooaspo ooaoboro poavlotjsly roooloool, (?M pmMm roryyosbop sotasbyy 
popllootab oaaajs^oty aod roosooyps rooalood lo tbo wjr§ ood&o- aoa blooaooad at lorayib lobob." 
a too O5oosopo possos tbo bbi sod IbbC tosta, tboo fsaaoooray boot tbo otoaoapo body ooolloo MB Is sot 
ooastpg tbo ;ooosstyo Is dooryppoi For Polo, tba sooosapo boy in tbo m saoiioo is o;x:?ootod oo<for too bw* 
boy (Idootblod by tbo ms*a& oooabor) oolop byo oocryo; oscrypt ooit 41 bo eofalo tbo IV, aod m is 
as oooryptob opo^o oodos tbo boss boy to obsato bbo dooryptloo koy tTbo lb ,m bootypbioo boy for Pecrsptloo 
ars b$o ssmo as too fy ooO oroayppoo boy for ooooyptiop,}. The -Vboad baorvotlorr boo aro « blroollo toto 
too ooorypbPoaypt salt 41 to bo oaab to deooypt tbo oootoot; of tbo bbb oocfioo fboysoo systaoyo5osaoyyos s 

Tbo oooioots of fho btfp sooboo aro tyoa a syoion? roosoapo ol'soooo baxi aod bbo lo ootod oo bo tbo 
so oootrol cloxsfry m Still mwmtm » tba oaxoype bos booo sx^oioao boot tbo blbtb It otoy ^oli cooioin a 
CtOb say. If soy tboo boat rooolooo ksy Is tod lots a 0» rogloio? 4b or a SIS roplsbx 47 '.mm U a bob 
^ ssoolvod Ctyyp xxtlalofs Oosooso xboo a oboripo of CM lo too KDCt oocaost it Is ooaolPb; Mr o .m^m<<* 
oslap tbo provloos CDK to bo roooivod afbx tlx, oox COK boa booo rsct^t Tbotai ara txo rooobod cm 
ooottw jxpsbors bp ood 40, wbbkt bo^o m coroxooooiso CDK ®umb*m taiao k<m tba tbo asotfioo) food 
oa oao »m> so boat tto appoapbats ODK oao bo bJootblod xboo a otosoopo oooryptxl by o CDK io oooolxxb 
ooooo tbo COK is oboopoo ooly oflot a bxxt sobsttobob oooxtor of otoasopos eocryoaxi oooor It poors booo 
ottop it ss sola to www shot tboro will jyovar da o oood to kooo mm boas ooo oroxoao 00b, fllaxo will 
; sorootblog ofso radically xo^op b o dloaasdod CDK io xoodoo). 
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mj*mmm ii^H^BII^^B^IlBiiHBIH I!!f!l!!!! 

Tba sysxsrs stasta xbb too CbSkPs fCaar btostor boyst blatfoobxi toss loatollod at oil tbo UbPs tosor 
opootsp tot with oo otior boys oolsbop osd wok oo oooxouolooboo lofo? oobblop,, As sooo oa tbo UfXK i$ 

ss MIH at too ftb, a kokogo most bo oatabllolxot botxooo tbo OA sod tbo KDC. To siox ibis, o oootxl Pot^, 
soy CCb Is pooooxod aod storoP lo tbo fob lo tbo COK register 34^x1 a sysbxn oxosopo 1$ oooabootod 
feats aa oalpoo roessspo key MK bo relator PC} ood soot to ibo KDC. orsoypbxt itoder tbo UbIK, Tlx bt)0 
Is tboo ioforoxxl that tbo OA bos bad Oo UbbK laobsOb, ood tlx COP lo loataliod at txkb eopo o? obe k^p 
ooboooo tbo OA aod tlx bOC, so Stat It oao he oeod tor bboro eomroooioaboo from Ibo PA to b>o ynp aa x , 

ss ,WQ aokooxledpos tx oxxlpt of tbo COK by aoodsp oo aabeoxloegooxof xosatXiO back to the UA, 

le aodltleo, tlx KDC pytoosatea a COK of its oxty lo tbo same vxty, for the OA one seeds e;0 p, x^ eA 
decrypted soPor too Ubtl Too OA xxeOas kbla eaxsepe, aed akxavopxt to obialo Ibo OOP ^ K^c 
itboo ibo liek beoxoeo tea OA XM fho KOC Is sstabkahad xbb a pes of COK's. eoe lor eoob dleaebe.-: Faeb 



oob Of tba osoo mo CDK wbk:b b to soorypf foobmr o^os.^yjoa tod., ooao mo CDK moo;vod 

fern fho o&$? pnd & bacsypt H#!h*r mosspgoa rocaivad from o&or $nd of fbo M*\ Thfe v:oo of paka of 
koyo fa? bm Pvo pkeckooa fp wniep fr*$$$Si^$$ c&* t3$s$ v^tt &oka bob^oao UA*& 

Tbo a<Amo^1odKp-m>oot by dm KDC of too rocmpt of too roosppgo oootPkmrg PmCDK from Pm UA oooo 

s oat bo a obpao^o and dbmoot o^soa§a< bob may mofaoa bo crtW op poa: of too o^masogP fosm mo 
KDC «t)§ ko CDK to dm T^t ms&ssgo is m torn aoko>::m1adgod Py ma UA. Thus dm s^oPaogo of 
CDA'o ?n&y bo thieved by 3 moosogos; dm CDK from ibo UA to dm KDC- ^fcf^v^pm§tf$ of rocodl 
vdfb baa CDK froro tbo KDC to Pip UA; ood rbo aokoowk^tgommA from tbo UA id PPo KOC.. 

Tbo ;mk batwaoa tot UA tod too KDC so thup bkmoatkmoL wtbb o d&tmel CDK for ooob bkooboo, Ooo# 

m too kok botsmoo tbo UA aob the KDC boo oopo ostabkobob m bdo vmy\ akooof ak Aotkor ^ssgss 
batwaoo tk^ two ootm oro by roo&oo of mo OUK'o os baoa boys, vyboo P^o oa&go of & CDK pm^odo too 
pmppt forko o froob SDK & §ooooppd, and trposoPdod oodof wypte by ma DMA a§ bosodbob abovo. 
Smoo tba maooago bow omwaoo too UA ood too KDC Pmabokvok/ !b^> kdo bmmroby of 3 opwds AbkfK ami 
CDK) P$ pp«om to ooodfo mo oyotam to am a fpoo vdPob ro>mkros oboopoo to UMK's only r&oDy, fo 

m foot, tbo oaago of UfdK'o fmdapooaool also oo mmam oomomommfoba botwoo>o UAyp wbprmtm rmw PMK'o 
prp rpqpkab : OP wbf ba PPpm bPKmv fdoomdmo aob*iao top UA mm tbo KDC Pro roqofrod in gb^orol oo^y 
w^o a ooaryUA) vAsboo to 0P % Pm^b or bmok a fek >^tb aio^bar osor (DAP «?Noh ^ occur ooly rareiv (ps 
;mks ^o rogom^b a§ ^obomobo^y i^mom^b, for opdofmg tMP-o, 

Pr gppproL pombpr tP o>pmp§p$: (wbofepf o»:# : ^yplom? pp^Ppj Pi tbP b*o brr^ooo^ ovoro fck 

M oaod not bo saroo; oiK<sapoom ooba^as: of b*oab CUK N o Mk iboroforo m^oP^a P^ opdobog <^ oo^y o 
a^ogfo CDK for d^o koK, vAbob mvomo tba PdPdlPg df ^p oa^ COK pop wy aod mo soobb^ of po 
aokri^obs^-^P^ mopsogo mo ot^Pr wpy, 

If raoibrod : too KDC c^m bap:m?gromm^, wboo P^a oysfaor m fsrst oat op to othloko mkk% roqotrod. 
• Tfkp mpolvpa Pfabog frr tbo orkttl <F^.£) fer oaob UA a ooapkwpbte oooAx^ at pyab^o mo^oagap, wbfcb 
tboo oa oot roqok"o aoorypooo t«:aoao fboy : « P-^mpooob Mp^ mo UMK'a m^b bbafr ^morky ^ pbyoK^P, 
PK§ tbof cP ppa UMIC'p), wfkob woakl otbar\okP> ha^> & bo aaof Mb«o ma KUO aod P>a vad^a UA v 'o wbao 
tbo py^tom firpt fescam^ pporabprpP. Tf^o v^p^b ^Wiy ^doco mo jokk^ ommtky of aystPov mpapaciap 
kwal^bg tdo ^DO. TM at^oP«"o of too KDC ta aPoPor to toot of Pba UA ;=xod & sbowo m dkx^ larm io mg. 
a Tbprp it a ooofeo^ mbt SO taoooPrxax^) b> oooto^ oob dCf o? fPo UA aty>wo ^o F?§< aod amgio 

^o o^oaoogo oaoaorb^y arm proao^amg o^oo^Py PA wbKb momboo s moooacm -^m-obiy ra^pPm 13 
foompopopmog to ^batP?* ^r}> tbP ap^op^amb o^o^Py Pf poof^^prad«ygPoo ook> MAC doooostoo oob 
MAC ooopa^dor o^ ropp^dod b« aa part of tbo mao^pga o§pomp^y pr^b propopptog okompy b^ pod po 
oot abowo oa^ap^s Tm^ KCC boo a oogorom aof of koy ro^otors ood oaogo ooooPm$ for o=sob U A bmoa 
oro obowo as blookp 13, §4, 5§< for Am koyp opob by tbo KCC for oor^omg do aorraPOPObfr^ to tbP 

o$ ^tato^ 34, aod 3D oob asopotatod oaogo oo^tara aod koy om-obor ^tamrop mm fcp tbo kayp omf 
by tbp UAp for po^drng moappgpa tp tbo KDC # ooopaoa^og to tbo ^pmra 4b oob 4? ood o^Poomtod 
osg^otara 41 o^b Pdy Tbo bkx<kp $4#p P^a mofpp^?cpd fo Am roopsogo aaoombfy aod poxp^prng 
ak^ofdy bl by a moifdoaor 83 wbfcb f§ opotm^ab by s pmoatpr okpok §i , ?A$ pootork^ of tbo oo^APr 
pppob lt ^a^lba .^pro^wia mm of bkmko 53^ b4, SS t fer obtmrkog too koyo lor bommg wkb ^momod 

<?o «^ps pad pmpodof rooosodis to t:m aoot <pm Tbop ^Poo o mpsa^o la rpppKod ? too ao^pator mrm^t 
11 ta fkkmt w^tr too o-ootoot^ of oba SO sooboo of mo rogbkor p> tbm oooboo pao^kaog dm sooroo cmoo of 
rooo^mm roopsogo aod tbo§ kXmbf \Pog vvfapb UA too mosoogo f w cxmm frmm . P o r^pm iooo$^go fa to 
bo mo| book to dm UA omkA o^m dm ?m:mUod rooaa=5^o > mo omopPp contents ara Kkt oopp^ogoil pa tbot 
too appmpdPto opo Pf fPoobP bA 14, itb ... rmttama ^baotod for tbo po$pomkoo of too romy moosm«o, P 

m dowovw § rooosogo m to » ooor oot to o dttmrom UA tooo tbo oootoom of mo o$>mc:tor ofrootf df most of 
o^so ^ ob^ysmk ^morbP^fy. 1>bs may PpppoP, pxso'mm, wboo o dmb m bafog oomb^obob. Tbo 
mpppa§a froo^ UAl to tba KDC roqoomkog Pbo oofobos:bmoor of tbo Kok oooodoomo ko,MB ,porporp IN . podp. 
mf UASt^ oob mfo oobo rooot t:m fdPoborrob io tba ^doiAor okopk ll kx ^poop^ Pm ppmropdotP mpasogp ro 
UA2. 11>o two ood$$; do bdo o^mo oood !o okorooboo by tbo soiootor okpok §K ap roopaodoa mo 

oo : ; ra^Pod tern ^>d. o#?^ :k> -UA:t s&dd HAS, 



for ^mmrmPosboo to bo poso^bm, fkAo most bs: sot op botwooo poko of LWm E-^:b ooob fk^k m oot op 
by a UA ropoosbog tbp KxAAm oot op a Pop bommpo k pop oootoor ppoodkxMjA, Too KDC Pmo oom op 
km roqoastob ^ok, promood tbm oofbmr of tbo UA"$; wbtah wbt Po kwoUpd kubo ^rok oxpaodo oo uppor ffmfi 
oo bow maoy r^oka if oao bpva wkb omor UAA<. mmi mat tho UA oo tbo Aooolvk^y" ood of too o$qoaomb ^iok 



a 



m 



OS 



doss nsf rsfose to aeosbt the fek, Oeee the fek has beoo seum, IHasymmsfctefc that the UAm as too two 
ends ate on an *qoai modeg; sober ceo transmit to the othor, or decide m ka^ee mo 8**, 

Th^ pax:oce ol sedm§ up the llok & by T&efe kA- where dm UA requsmdeg iho 8ns m 

saBaa DAI and me UA wsth tfhfcft UA1 mm is a link Is &m UAa:: 



taMeOA 

EA1 — > :EX>Ct SI asks the EDC for a link to UA2 
U&2 <— KDCx &DC sancla transmitting and raeaixriroj lifK *s to 

lag — > KDC? acknowledges receipt 
to <— KDCt KDC $&nd® tke keys to um. 



m mors whso the imr^l ^m ^mm^.m mo eJmK vwth UA>>, *f*cf> is aooteer MA spsdfdmby 
the «'d U.At UAt $eede a$y»r^^ to the KSC, 7fc& sy^^ m^sap & seot eeorypssd ^bog 
es hoso key too CDK kay of OAk ^ich o me key obkm UAt fee m^sm m**$aQ*« to km KDC 
hmoept mr system merges mvoMog CDK oodadegb Too message type indicate* met UAt km 

oam$ for a kok to bo set op, and the omsss$p dody memdee the code of UA& Co mmsmmg dka oiessago* 
the KDC generates a modern pair of IMKko sod sspds emesmme to UAt the message type askleg UA;> 0 
II wards to tacaet a Hnfc well UA'd and dm menage fed* me-kadog too oodo sf DAI mm dm two Lbd-Ce ak 
«?vpted ^ ^ key the CDK osed for seedlog meseaoes torn the KDC to UAtd mm UAS 
thm o>essa>ge v mt oeer hse to deokts whether or not to seospt me horn ft the kok Is oommka;b e 
Stftort fmm DAk to dm hDC todfcsBrsg sooopdmes of me kok mdodmg tfe oodo of UAt tk> 
^:o$p05oco oio^o^o from ^y « eok^op =^o o^em^es ^xkoo ^ torthor L?A^)> ^od 
ooorvpted o^ng oo deoe key the CDK osed for ee^deg me^^ k'ooi UAg to d>o KDC. The KDO, oo 
^oemhg ^ roessege, oeoeo o o^oo^o m UA1 : o-dk^oo eo^ptaece or Ide kok by UA5L eod h^-h^o§ 
the oode for UATaob ^o two LMCo, eooryptod oolog oo deso koy me CDK yoed tor p^eg ^e^ee 
from dw KDC to DAI, ; 

the reood ot tke ie mot too too UAX DAI eod UAi, oow hove 0 « pao ot kJ^Kto wfee moy oee 
o^e ^ oommoefeete ^ith oe^t omer ^reht^ 

Thore oro oordko o^rooroo^eooos ^ whsch o ikdc ?oey not ooekwoci Ao o o>tktor> me UAo 

om oro*idod w^v oom o ke^ted oeoodty for otoktdkod:g oooh fok§, kdmce If DAt skomey hot: the o^a:<k*eom 
eobsr ot kohe, it wi romeo to edeo^pt to sot oo aoot^r kek The ^oor hse the opdoo of Drooklop 
Iktk $o oo m oroete the oopecdy tor me UA to eaeommede^- s eow keK, Afeo> UAE omy 
heoo me mojdmeet odotder ot tk>ko; o dmo rokooot o eyotom mesoege m mo KDC kxtcako9 thee, 
KDC to tot »a§ e oymem mose^e to DAI k^ktotmg mot the =-eooested doh oas dooo refoao^f, (f 
Osek^d, DAS may t^ oro^oped to mdko$m to ks oaer toot UA1 has revested o kern so mat ks asm ! 
<pmo of dmekktg oo o^ksdog koo to cream toe eapeoky to ocmopt toodepoeomd kok xoeh DAI), to ; 
aeo^od <&ovo, k UA2 hae eooh oepemty, do ooer te asked whadmr me requested kok ks do feoseoepmd, 
arm If me ooer romeoe, the CA2 egem seede te the KDC o eyete rooesogo momokop the tact Soeh 
eyetom mosas^a to the KDC oeoso the KDC to §eod ooomammdk^ ^ota^m^ k> UAt todloakog whet mm 
hept>oooo\ eod the ooer of DAf wi thos ^ mto^ed obot the omoeaem kok hea beea fomooti dme osoot io 
seeere eymoms toot wboo a ooer reqoeet ooa boee refused* oo the reason A?r the odese^ ie goeod 

fkp d ahewe the h^yeot of a DA, to te§e m-tok tboo ohowo m mg,2. The ornom^ oesoomm aod 
erooaeamg ekookry Is ahmmt oe dlock 'm> koomdk\t me rmams^o aosomtdy roaster do dm 
omtryptk^yktooryptlog ook or, mat too MAC generator kl.There tiro aooaod bkmke of key rm;katero ood 
okookry, B&ck ?D e^otoms the vodoas key oegkatere tmowa m dap d ood thed oesopemd 
adUmaoereod who earn moo^oedoo wkh me KDC. Bfecka dd oa r _ aootalo skoaar k^y rerastera 
ma each Ok:c4< ie sooeoroed odd oeommmoedea wkd a dkmrnrnt DA, Imm eooh ef,theoe 
Okmko oerrdkos o DA oodreso ooda om^^r poofs mra 73), kkoakylrai wkmp DA toot dkxar remtas OoCrpese 
the DA addroea aodoe ea tke omo of me DA o^oesm and la pmoted koko wdd them 
ee they mqee^ e^ ^ ^m^d «s w^; the preset UA. The blocks 7U T1, ?-d are se^oefed by o 
o mo eeoo of dlock ?d T for tko KOdd the aomotloo m ekeoky oooeokeb ay too SO oeokoo of 
the o-mmmoe aasoo^dfy o^gkkor a? or mo ooaO-omdrcodry 3D; k> d^a mme of the rdtmr blocks* the aokacaoo 
do oasp::ese m loeoedeg measegea) to deteoomod by oooaxtdoo mo addreoo oodo kt me DC aecded of the 
reomter 37 wim the ooaktots ol ma voaka;o roprnkoa 73. For selocdca for treoao^Med eaoa^segea, mdeotloa 



o m ass 



«»y iso m^m by m mm m tmcf.mmmctly &v moonu of a tooio otoooo in doo PC 14 t-o,o 
Jl?lf ***** ? '< M > • <*» «* ! « <• ^ ^iw*. dodo * of 000000 ciy 0 




*o mt m mm s«te of (®Qis*r sr. Too m<m V > s«g«> may b<? m<dootod mm bv * 

« ; «i %<, s» ar? »stte s <* s&s&mp&t ®i .m vmsa®* body. 

Too HAG 42 may h® ww&d to opoooto m ins sams* time $®$m mzf^am, m dost tsofe?o m 




mm m « ood ptn»ffy dbsdoot from ido 000 44 ; though ol course ib tooted Junction mm** ylio^od if 
mm <**<* w»,i«.MAG «« be & par&tsf « oooryobtov »i m ^>> do ookodsMo 

dftds' doo OOOS-yotsoo, ;™' 



oss 



;yopo;;pdoto oxooosipiO ty 00 UT. 

Soososo m mmtam 11 Is umeBabte, it Is ooeoooooy do nsod* pvavtekm for m ooosidlo km * 
mm®)®*, mwm «t t» osw of m mm^mm ** dooiicsfe of o m««p bo &s o^olom 11 . Too§o 
pmolsksoo' m» dif um ood yyofooo omsogoo; ?be provfefooo fooooof soososoxos wtt bo oWooo§^f o^li 
so of cam® to odds-od loo foot dost 0 msssags & 0 tornwssjs is >dd0sf**«t 

foooo provisions wnm ptimntof 0* a pad o! od rooslstoro pod osooof T? *«>d 78 oiooiod:d am* *« d*-> 




? user ooosoogo id racked, m W oos^poooloo fo too osoqo oooot of feo IDK. 0? !do ooodioo UA 

io paeei of tso mo 
:dfoo thsd do> rooodo 
dfdddolod by loss svodm 




56 Tdo 0005- 000 odoooo oitsor d5 loovo dd^o os rosy oo> or io 0000 d dsor osoosooo ofo^ < s « 

mo otbor MA dsfeog for 0 rwsooodooioo of idd miooiog mossogo. Suet? oooososo^osoo *id bo SJlooood % 



o aiiasi; 



As $&$$d soovo> the roaotpt ot a u$.ar moasaoa roay thogta- tda s^dl^g $n aarK^k^^e^i' 
»hfch & aotornsbcaby geoeratmby bbb waket^ af l liSs ktM SI ter eroa^oo, Qp&ooaby, 
therefore^ toe UA ! s mey be oeaogad to keep a reeord of s^i^^^ spt toe moorp- 0oa5p updated 
whoa ac^mv^d§^m$m$ of raeetpt aeo o*femai This oao b$ ss&i&v&d by s» of bk oaxpe wtooh b;ta 
a an* <e^hr set tor mora*agee tho g^eseag:e type of vvfbeh epodfles autoreatk: ^rKM^§o^?C or by soepinp 
a log ot the ox*aeog;e nonzero of %ah aa}aeage$. & p*te ia aW> w degrades **d;ph of hbboeer 
meseegoa a>pateng oobpowtebgoar>eot have- oot boao aeteowiedged ; and ree;axt thao^ he bt. Ot 
eooreo< Sta eesoaiae or an aokao#k^am^at doao |i| hoeaeabok- raoars that: the orhyea! d-eaaoge dkf not 
reach tb^? b^ndod damnation; a may reean oxaeh/ tb$a tha ^oaw^dgeroaob o^d rxb reaoh % kdoedod 
ta d^h^ttet ft ^ evented of the oaor to tndkado as a zander or aeuneay and good praedeo, 

wtx^ver da aoooa a moas^ga wbfek & a boo repoat that it te a asaeodtnp of a pra\deoa; a^eaeageb 

l i! bo nsas&ed toot the inbtai satdeo up of a ilk may be ooaxapi^^ by aannaa poaebda ex^eaoe 
aeqoaaoea beraaae the bao UA v e aad too KDC Two seed akomattve eeqoenedd ora pb-on by Tebteo tiB 
and dC; :: : 

I| 

Ta^O dB UA1 ™> KOCs UAt s^bs the RD€ for a ifok to UAS 

UA2«-KD&KDG eaba UA2 k ft vdtt oeoept a dak veto UA1 

UA&>KDC:UA2 aok;iovoebgoe end aonsee 
^ UA1 & UAg>cyKDC::K6C soede regakbag kayo to MM aad UAb 
UA1 & UA^>KDC:UAi aod UAg aakao^a^a r^oipj 
UAl & UA£<o<DC;KDC sonde eeodtag keya to BA1 oed UA2 



a* T^o dC UAt — > KDO: UA1 ashe too KDC far a ttab to UA2 
UAt & UA2<<KD€:K0C oeodo ^ervtao kaya fo UA1 »3 UAt 
UA1 & UAtf>KfXblb\l oad UA2 ac^ovaeb^ r^pt ^d UA2 ^ooapfa 
tf.At & UA2<-KDC:^DC a^xi^ aoad^p k^ya to UA1 aad UAE 

ill!!!!!!!!!! 

T^a§a ^eoooacas aro more aomp^oatad tb^a d^o saqo^ca of Today sdMo that at aarao atsgos:, bao 
maaoaoaa at$ a^at oik #tnte$«s*$y koa^be kDC, aad bao ^saaoao aro rotaraad raoro or laso 
totewly to mo KOC, A3ao, !M aoqaoaoe ot nbdo 1!^ 8 rabw o^ao 4 atagoo, aa ado 

a$ ^ooa^aoa af TMao & proforadk* d> tb-^t of Tabfe HB. 

ta dod> tboaa oaoaoaooo, tbo pox-aaa a- adorb^ ot tbo ^togo of ^j?d ax^oa§^ a* UA^! r^feaoa to 
aaoapf tda pa^^a/ fed, 8 dxa bappaaa, UAt aoado a 0x^90 ot ma^al ^0 tho KOC ao tbo dwd 
ra«o§ogo< araa tbo KDC sands 0 >J Pak rofoood^ ax^oaga^ to UA1 aa the ka^h and dasa fooa^o, k wbl da 
mtssd, too km two aogo^aoa, that oaob UA roaod^ao % rooo^krg kay datora tdo <dtaa- UA r^vaa da 

aa soadaxt key. Tba$ a^aoao mat a UA c»nol §aod a oa$aaa^as to m>fef UA before tbo ^$or UA baa the 
eoeoaassy key to raoa^a t^at rnosasoo, 

xk^tb ike aooo^^ao of Tad^a bA, UA1 a§a?a>t ^aod a mesoaoe arbd UAk daa raoatvao bbo saod^ag day at 
OAy t>of UM obd$^a da tmasoatar^ bay dakxa UA1 roo^d^^ a {$s UAf % reoeMaf bpyb oad 00 UAO 
ooakf ta^tdt a nxa^go to UAt fe^fcm UA1 hs« the raoak^bo kay to decrypt b, pda ^toat^o aoa oaiy 

^a adao ^vhe^ bie «ak a* Mtk% oat op, k br probabkr tdao that UAk ^hb^h boa ^aea^ad b^e ^ab\ a# fd>b 
ar-aotto aoad a snsssags* Bat d' aoakl bappoo tboa UAS dloa to aond a raaaaa^ batora UAt baa ..«ivKi 
d^o day for daerypba§ bb >wak valt bo tbof tha aa^ago ^ rofoaad ay UAy whtoh wbbreaogake troa^ 
too raeasoga aaaxdar that b dead not baxaadxy key oaoaoaary to dao^pt the a^eaesrya Oao oodoa boa$ ia to 
a^o^pty rajoot ta$ raoea^$e s eo that a to odaotbaby loat. d too ra^aago Jo 0 eyebiao raoasago v aotb:>a ta takaa 

a^ aa cb§o^a$od Jat^a< a b to a asor a^o^aa^a, b N ;ia wdt doak <a^d^ oa dtaoaoaad above, \akb the dOddb^ 
podadty betng kdt to h<a o^a o^aoaraoa to orsoo^o? tbat d>a nia^ago ^oa oat o^oaaak Opfcooby, tbo 
tiA^a aoa^d -^^no^t ^ skxa aoah raoaa^o^ to await tbo reaeba at tao koy^ $0 bocrypt k^oaa 

a ttok haa 0000 aota,ta^:0>xa 0 UA o^ay saarb t$< tera>a?ata a, d the oaor s$5 aoaddont that he aek 
hoao no fo^thor oasd te oornnioatcato vvtta tbo UA at tho other ofat of tda ttak. or k da waadf by oe^bti^b 

0§ fxa^mor lak oao aaaody noa tda rasabmara aaradof at bate bud: tbo U A abtt d:o that bo aso 

ooty o^aka roofa tor the 00=0 i^ak dy tora^taoaog ar$ aaabiog aaa v To aadtaaa tdta. UAJ do^otoo bore id-art ott 
taformaboaaetattap k> tbo ttod aod seada 0 tmk toroV^aattag eyata?a raoa$ogo to bdo KDCb The a; DO k>ge doe 



a Ml oaa 



aad aortoa a to uA2 toadaaatog a to datoto tooaa aatof &i tomm^aaoa rotoaua- to too &\fc. 

Too KDC bga a ktok da todoa sc§ oa oaar a* too adiattob ratotoa d> a toto wdtoh doaa aot otoat (Cuod aa 
*aaoto coa « mduasdy a bom aoda of a ttok rsqua$ tamtoaaaaa of ma >tok at toa asms taaay aa oaa 
mesaags am ra&cb mo KDC orto toaaaaata dta krto oatoro toa oidar moaf-ogo raoadaa tda KDC}.. 



ao orror reaovwv 



A& aotod atea- : . raaaaagaa o^ay aaaaaata Irs vadoaa aaaaa add m&y atop poaoroa dapisalisd 

>'0 (oabaf by o auato of tha a^xdtom 1 > or fey featog raoomod and dotoa&ay mptoyod ay aa autoload. For 
aao? tl^ aoy to atototo aood avaots ara doaa atoto aaa boao aosaddato odovo- tor ayotom 

f $o way towhtoh aaod aaaota ara doaa wad wi w bo >±a$adboa. 
§« «ssp: d to aasaaattoa that aoua aa* toat aad thai may am doait ^Itd to taa aaaaat 
ordoa For oaab l^k af too UA do tao oarmaaoru «ra to dio KDC aod oaoo Hsfc to aaotaar CA), aa ayatora 

?a daaaasgaa (apart from akapto aokmaatodga^aatto saat out oa toar kak am atarad Tuay ara otokaad from 
too atom to tarn aaaaamaaaoaa; atooa §^»«dgs« sham am moatoaat oaa toay doaoa>a 

roaaodoat Soah dmo a ram oyatom mosoo.go to soak a maoaaga poakot to panwad to adtok aa tda 
provtouo ayatora roaoaagoa to too atoaa to tda propm* oraoa fte « a^tam moaaago 

botog tda ^aat in tba paokat, Tdaa oaod t«aa a aoar systaaa maasago ia g^a^atad, ait aks ayaaaa aa^asiaaa 

iia a^a aas^koaw^^ add aaoaadaodoat ^ addod ^ da fmot aoa, aod o^ tda o^oaa^oa - toa oid 

oaoa pd.a; tda oaw aao - am aaat ao o paoaat So tda aasorvw raoa^vo a froato §ot af oaaakao^^adgad 
aystora a^aaagaa< ^ f aa agdt ardar, aaa^a aa^o a frasd ayaasm ^aoaa^a to goaaratsat a fdaaaa tast Ida 
^aiaor raaaasa$aray a^aa ao syaa§m raoaasa^a^ to taa corrad: aatar, ^atmaaa aay o^oaoago to oroaodoa da 
o^ aostoaoa aoa^ow^odfoa aod ao^aatoaadara axaasagaa to toa araaar ardaa Cf o^aaaaatoa :aaa$:<K-$a may 

aa % adaa dava roatovad aa aaltor paatoa of aama of toaaa ONaaoo> axaaaagaa^ ata<a^ a atoaaay daaa 
aatoa^ 00v Tda asaotoar asaaaa fa? aaod itok, o oaaaal (by aaa^oap aamdaC af Ida toot raaaoaga wdtod d dao 
aafed ao> ao d aa^ ^aoro aa dop^o raa^asa|aa x Jaojadlraj ar pardaada aa aaa^ maa^as an:da carroat 
pa&aaa a aia aaaa to raapaad fa daaas to tda aaaa?d: paotod oa oaaa aa toaaa ra^oa a? a roaaao^a 

Ao aakaowda%$owd aaasoacd roay ao a airapto acaaawfadgoa^aat o^aaaaga wdiad aaaa aotaa§ mora 
mm mknomm^ tda roaotot af a a^aa§aga< or a a^aa da aa om1«y aaadao raoaaogo> oaaya^ oamo 
dda^adaa, wdtoa ^ paaaratod to raapaa^o to oa tooaodof ayatom ^raa§aa§o aid d^rafara aapiaaiy 
aa^aaw^gaa t^af amoadtog aa§aas§a, A oyafam :0^ao§ap oacaaao awadaat waaaddaadaad to aatoaad 
ay a tofaf aao- for aaa>apto : a aa^aaapo ^aa^ttog too aaltag ap af a toto to oatoaad t)y a totor a^oaao^o 
aaqaaaaag toa aa?aadlaa^uyf d^at ;tofa 

0$ Salody ap^^toa, daptoaaa ?a$a$sagaa am a^a taaato jgaorad, Wdaa o^a to aotoafad, a ^tomto 
iajto^aaapmaot to aora doaa to too aorafaa toaapd tda mass^aga to aot ac^ad apoa aay aathar, ftaa to 
aoaa^a ^aa ao^ao^iodoaraaat af tda oagtoal moa§ago ?aay aoaa baoaaao toai to tda ayaaaa; d tda saaaaar 
f^ad maatoad aa aotoa^a^adpiaaaat tor d^a ^aaaiaa|0^ ada a'aooaaa aoato aat da aaaa^at So d aa 
aodoawtodgoroaot of toa daploa^o aiaaoap a^ao a<d aaaa tda aoadar ralfdt go aa §aadfray d ^a^atKlto^ d 

a^ ta^ aaadar ^:aaaaa ^aa ,aob^wto;^aa^t far . a. a-a^ga, a aao dawovar oafato da^oto aoro too raaaaa toara 
toi a^aaasaaaa *Ato amoaapa aaa^dara ap to aaa toatoatog Ida ^aaoaaga aamdar af toaa aatoaavdadgad 
mo§aogo, daaaaao a aaa$aspa aoa oato da aa;:atoad, aoaaa oa, aod aoaaaw^aagod ay tda roaotoor d oa 
pmoatoap ?naa§agas daaa baaa daty raatoaa^l 

^TMa aoaaroa tdat o^f ayofo^a moaa^ saqaaaaa aod tda aaaaaaaa 

raaaaatop aaca a?aa a fa?ad r«oaa;^a to gaaara^a aaaaa^ toa! too daaat a>oa$aa:aa :a oof dadaaaa dy 
raaaod^a^ at aaator oaoa. ^a oddtooa, t»a to a saoaaa aay of ra$a§atoag raaaaagas. If a ^aatoaaaaa toag 
fat^$%al p^aa.%gar fpa aaaadag of a aaaaaspa paokat adbato: too paaaraaaa of a a road ?aa$a<a^o arto 
^toa^a dio roaafpf of aa aotoaa^toagaaaaa, tda oatoaag paakot of ato?aaf aaaaaagaa a$ ma aaaa dd to aa 
aam s^taaad:toa%. 

§a at pr^padaf auad a a^aaoapa pa<:aaa too mo^agoa :ao aaaf ?a aaaady tda aaa-a form aaad a ma, Tday 
ara tajwoaor ?a-aaa^aptoa< aaaar da>> aarr^a dasa kay. a aoato do ^saatobto to aaaa tda oadro aiaakaga aa a 
aait or ada^to .m^^ago, Howav^^a a to orotoaaad to $oad a to aaaa o too-a aaa tda aa"Stoa^ay maaaoa^ ;a ft 
oaa do ;safad apaa aa tdoy <aa^ d^y^al ao mat a tda o^asa^o to totorraptaa or d:aaag>af. aato pad: ol a 
to toad aod tda raotovar to toaaaaa pad: aay towarda ao apao-toato taofo. Tato raaaaa mat mo aaaaoaaaaaaa^ 
aa of daa p^kapo a>a^t tas aoaaa^ai ao that mto oaa occur, atoto tda packat to aaii protaototo from ad> 
ao that aa outokaar oaoaot toiaa taa ayofom ada roapaaakag to aaao moaad 

% rt ktoarmadao to 

a atT, Kt^ oaa aaadaaa Tho oaotaato of Ida MT aaakoa toaiada aa iaatoato 




bit ^cailiig. th& mg$89g$ ia s packet | &<sn one ?rc®ssag&; ewsags nem&ev in frs* KM 
snoikai ia tiaa mnsango norober of IN oarroot mesoago (vndch he a s ar feat ie a>n packet).. TAe kraf 
eaaseage oHho pnaast % a stored rw3$a$& For ibka as for ek khe arpnsd messages to go boo the gooket 
ten enorco and deetantboe eedeo are not ?-aaA>aaxl nor ia a speciai mk -anTea-ed. it is baxefrxe aesee\ba$o 
5 an an obhnadnied naaoaagar aoaaiokeg oi its rneoaage A;po MT CwSh foe indoor be a it is not ten feet or 
ta* eforeo maeaa$e#> t*o message nomber KAk eea b^e axa^age eoPa MB (k aoyb iferao iaokrhee sendee 
AMACT which $as for a oiegA raoaaaga} ie oiaofe The MAC ior ion psoiaaf na aoaeroPied ao fee Is enieniated 
sod oeteren to tee MAC option. 

The noat section or the psokor is new aaseaabkai ioeereoroar-g the next atoree o^eesoge en. It oii the 
a? etaaog meoaegeo hevo hoea kaokaAxh the ererem for ta$< the MAC jeat oeinoinkaa me 

provtooo mnesngo of fen poekago ia ootoaed kato ion A M AO (ereeiooa MAC) soetiora and tkia PMAC anion 
ie oeoryptnd and itaarafod In the tioid covered by the new k^S oekaofebsd for ays oxamge being 
kaoorpcmfeal in inn aaareet season ef the packet This proooes centinooe eatsi ten eoeere oa^eagn forme 
near pott of ton pseket oho MT aad AfAraarkoee raat doing iecioded in fen MB eoraoo for the oorreet 
rs > mesnege< sfnon t^ev he^e eirendy boon inoiodnd in the b#adsr of p^asi). 

if is eaaaeot mar has fasokof atn<iotoro allows a packet taa disnesoeadnah doeryyaaai and nded none 
eaxraa^e by maenage, M obdkfooy ten Aafiaiboai ^eaaageo and then - sogneecn ere hetb aottxaekeeted by 
inn segooooe of MAOke $sch MAO confirms ibe ^degbiy of the renaanpn which it eniowS:. and boenaen 
once ^enosngo one me MAD of ten previena naeoaege aaeiodod re it ara change ef aoqneoee {hy 
aa : reord^n^§r :dMs§a^ er venation ef meaoegeai naene ton MAC cenok re fnii en enen na ^ eat-^e 
ren^ngn in r^ohen. 

Ten r^ooivor roaaa>ndo to t>e kaJwidoeh a^eaaegea of a packet iedivideniiy > en^pt h s na: nny response 
moaaagoa faean aom aimpin Ovkeo^indr^enetOT^sna^syere not eent oet immtKlie^ly<. 'bot aro not into 
^ the renaesain nfo?^ ned eniy snnt net {together' with any oid oraa:Aenw^ned mnan^st ^ e stogie raarker 
ss weoe the imerning peoket hen oeon iaonrniotoiy rionk waearOta§rwi$a^ ?oa^ooeo wooira fnwe to be enat 
OM rppealndiy, aa e aaaine ef paeketa of ieor^eod iengtheh 

An d^aeriea;! leo ^aaeket ienpth ia irnfc^aa ie^iinihy fey ten d^inkaa of tfB oaaaaa^oa nod tan 
Ir^okioioro in ibo MT en nana n^eiaa^r ef a bit Seating whoiAaa^ or eot thenar <e a enon^ienet eastaa^ey 
Tfae of nen^ ne^ina ^>a rneoiaaa to dintia^an§h Ayaa^aatn ?naa$enreiNe renasnp$s, wnk-b he^re tboir MT 
na nod KM in the Mi body s eon tan one^rt ronaeison #a§ fet me§ae^ m the pnoMh) weinh ben ite MT ara$ 
in ten p<e:-ket bendon M nltametiv^ ha::hnipno v^enid be tojeneafn n ^anr fengte vnien rje tta$ naanber 
of menaeraenf in tar i^oaaien oa pert nay of tbe MT er KAi naaaiene, 

s fn?e «®i« tl i onankenwindned eyatam ea$naegeo eoah fkeo a enw ayetam »asngn is 
pneraf^d kmnia^a aery iatin era^nenasnry ^aanoadonata, a ia eniy if n mnsnaaa boa bene aaroady 

ta rnesfaed brat ha aneraaa^ndgomeot has oof yet been aarnaaaed by tiaa or^n^i UA, er boa §nen eMr$ry, fbsa 
the rMraoamfaoino one roa^onaniy » ergned.ka.be ennoeoasory. An itemiv$ in for faa recoinerto keep n 
roaord of the menaega n^eba?r of the inat raeoaep rnoaiaed, ei^> if b lndn a^nt n new oaaesaaae dooe not 
taaae tf^e raeo aeneivaaivo eaes>aege. nembep to aeon n anonenr for rneaaaa^niesinn of Mn miani:^ moaao>pa, 
int mia ieoboiraoo bwoweo oan>r:r natotiy ^enetini e^esneaae nnmba^o. aoondao giaea n deiay of two 

•nt meaonrtn l^hi^irae dafeca^t nad rnepenaatf Taiaoro the rnoaiwef aae aet on fen eoemt renesnge, and if 
eitia$a ef thene 'aweovaa*y^ aioaaoy|aa gone aeniay< aet( Mrtia^a dnieyv h reny otso be nofon that nyafere 
anoaoogoa ore reiao^aiy enork no ten cost of nrtrsarsrekang nii anaokonwi^ned reaaer^oa in n pneknt ia 
nekkeiy & be a^enaei\na. Thia ia in raaarnat with near mo§aaf|on, whine ere M very aneniaie ieagib ned aery 
en aery <ong< 

as Sinen n p^aakaa jn snt^tsaraini ned vadebio iongth tnomparen aa n sragie ;jner mnsn^et, a ia erepered 
k^r tmefmf^e in fe«dly enrage way aa n enar mepege^ .^, ; «^soiao baxarn enirrg fed info the 
neorypiienAieoryetkaa taait end tbo a^ryptaaTnen aanenedesaed menaer^e beiag neoereniM^i in tho PC h<\ 
noinp na fen Jrfanrtnen nen na n in generaaaai. 

The app^fna iew^krod ia basso ooerekta^ fo ahovan io 3 s 4 ned o.. in n tereanni fUA or for 

^ onob iioA from .t^t, : l§ n rnaaaaative nyn^ere n^aengn atorngo biookr bk>oka be, fKi : for 
ten kekn te ek t^m^b UAtyUAS, UAii ... fa inn KiaC (Pig. Ay and nMnke A(k ^r, Aff, .... for ten knfco ^bn 
ASS end for the iira^aaf t^e^enkr LkA-k UA-ka for eneh UA a^eaenei 4). These bieohs ore oi aoemo 
iinked to ten mnesngn oasorafaiy arrg proenasing circafky 61 or 76 ihaaogh tan renitipla^r^a 80 or 74 Fig. 6 
abow^ tan mare <a>mr>:xreeta nl pinek db^ ihe etiaar eineka nrn aebataraieky km aereo, Thorn in a oiaao ee for 

as baaing neneanewirKignd ^niaa-a hiesn^ges^ a?bfeb in s^Mat^d ppmowh^'es: a f iAD (faaa in ana nod store 
ran vdth npn-d^fmat^ r^dpni Syetem ranaei^paaere fed into ir frere ::ho toe, and yeovn etanoiiy drrwn 
entii tbny nra? dofeaaa. Ten eiosnegen ia ti^e atom Ab have their a^oanapo aonrtaea eta sabred wite aasre in 
eeoaon tk>aA register AT akxea fbe e^onaege nember BXKta ni Pa$ Innt enkaaaAfedgnd renasoge. and ^bnn 
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tbkh caeagee e^eeaaooa saa delated frprrs the ebore up>ve?xkt fa the mp$se§e vktb a reaseaoe aoreber 
raotehlag that m regkker §S< Whae a aew syeksm rnaeaage is bmm pmt>w^ 0 old ^osaages stiSUn tha 
store §S ere aoa^de^otrv$ly a^ad oat opwarcba & $d§eHir$fc 8*$ ssw axhsaege la shea oatared lo roe leo 
of f ^ atore (sad 6! skoady in It are p^ahod doa-ay 

s sfe to fdot two ctae$ system m®®&^$8> depending dh dke %v$rt£ {he bse& key la tde key , 

hierarchy, and kx<ae have measege numbers Kfk la dkfaaxst soqu&r&s& Ths store aad register §? are 
therefore dyp$e&ted> so *h$t rssss&gas &? the two ei&saes are atorea aepera^ly : oiae* §S : aoa>pmfeQ aae 
mtos A eap 8 for tee two elates The asaaeages of the tkglxa beaa key higher la taa 

fc&r&rchy) &i precede thoee of too lawer beee key in ^ j^M, Tale aaaana that the rfesssgee m mi 

re aeot la soledy aha earaa order as teay w<eo ekglaatly ^eaeratadaHowevao too akaot of this la oeb-- that 
aeme oew keye may aatve tto v^^ld o^omiim 

Too hl&ea 8e eteo commas a taaer ThtB §8, whlah $ ^ead la raeesare tha txna elapsod sreea o eya%?n 
reaesapa vass kast seal sad tagger o reoaadtata of imckn&w&dgsd system raeesegee whoa ttatt kme 
eaoaede a presoHtaxk Th& tkw Is resat to €* every fexr a packet is seat 

ae Ths blocks 90, §t. it, .< ;0 eeak UA are laeladad la the eacorky sxxhde, so as to kaep the flat of 
messages svadtteg reheaamlasioa seaere bora poestfele eot§td«, la the KDC, however, the eorreapaedlap 
e&ake 8S, 8S : 8?, ore aot ">na.^d§d $n tha sacnhty a^oaa-ia, bat oa haoktr^p Mare, for vadaoa raoaoaa, 
Sto tha^ Me aake wah s§ a^ v § ; tbe qaeatay of stored roaeaaga§ ^e iMiy ta be maoa Nghar taaa for 
the tW.^the ^ of ma stored aiaaea<:oa (09 by a fa^kae or taa a<a?*pvh$a 18} aot ea aahaoa ea a 

ae oorreepoodaaj io§s me ^aao {aa ^ dfeaaasod the KOC o^a baokap sad ra^toro oros^darea: 
aad ide KPC la ^aaty to h^ aa^kod fey aa om^der faaa s UA Tah= KDC asforra&te ator^ aa tha 
baakh^ store la protaotod ogolaor ^rrapdoa, :oH^ sa^ddaat&i or delha^ata, by tha kx^aJ n>aseage starapa 
t^ohak^ae Oi&^adbed ^a tha nea^seaeora 



boael >¥eaa a- a-a^apa 

Tasre am ska&oaoa ja ^dca k ^^rebfe ta ha alda ta at^re reasea§a$r oec:\a^ at ^ Taaa a oaar 
ra^y waot e ?>§o$v&<3 oaer aaae$saga to ha atered aea^^y. akb#r beaat^ae aa ia ra?t tha?a vehe?: H 1$ reaaa-aP 

so or h^a^eoM he w§ate to keep !b A aear may eiea waat do eeaoreiy atore< krtae 1M> Kiear^aoaoaaa-^ao 
a^etaalal v^ak.h ha ^ geaerataa^ T^a a^aeara oy^tara ara\aOOa both IMsa hadlnaas, 

if e rea^ivah me^eapa la to kaaeaead ia tde UA, ft fa stored la eta beakla§ e^m l a la tea foao in. waioa 
^t ^e. # ^Ithoat daorypaoh, T^a axaa'as ^<a v k aa <a.^k^a o<fe sccsss 

ha otalgia ao ma^a kaawkasgo Idea he coy id h^a ge^aod ,hy lat^oapdog tha asaesag^ oa taa a<atda^ 11, 

sa a^ad la ^a1laoka\ ka aaaaat r^ela aaythlaa hy aa^aaaag fha awss^a aa It ap^a^ad aa raodtaat 11 vaab tta§ 
a^aesago ^ etored la taa haolaap store i& Bat Ida aaer maat ha aU>aa^e ehta ho ctaary pt the masaeaa hor 
Idmeak tetaa Aoaar^laety, tfa§ mase^p has^ appssxted to It hat LDK oaear wlaoa It was oaorya^xb 
10K ait^k keak M la eao^-yplatt larrn, elaoe dh<$re ara ^ ala-omsfeaoae la whlskt keya aea ixt .ekowed 
o^dekle t^e aeaahty a^o^aie la ot#en ao a le e^md aeorp^d tha iMK aaov^ k la the «y. hle>wahy , 

•a? last LAtK la eleo eppoadad fa the ^aoesapOv ag#a fa eao^a^ed form, eaoryaksd aoder too UMK whlah lo et 
the hoed of fM blereroay, Tao UbtK hha# caaoat h^$ araxypted, ao e t§ at dxrhesd ^d tha hlararahy, hor oaa 
k he eh<a^d =a olaar ae pad of fha asataaapa. lasted > Ite idoadhoahaa aoak>er eppaadah to the eiaoeaga 
aootaaxf.. 

k le !axx<daat task koyo ahaold oat oapaor la Mo dkksoset forraa. ieob koy ts^art fram tha UM^ay^oa 
^s raoa^ad a?^?yia^a oa^f a Oa^a$ k$$y pa aay ahaae ?0 aad a a>oaaago fey, Th<& key a are alored fa 
he alter h^ryokoa) la tha eaaarhy axasala la Ida bleaks T(b at, ?a oaoa fey Is tharafat ak^ ^karah ^a 
thaea bleaks io tha oa^xyalad taoa la wldoa a was raoa^l aloag wsa$ as^t tor ltd 
aear-yptka^ Whaa a fey ja aa^adect loait o>aea^a> th^ atareo aa^ypte-s form eah aesradatah ktt? a?a 
oaed to kxre the eapaodla, 

sa The UA aoatalaa e Utdk dietary store UMKH a^b Rp, 4, 10 whlah fha praoaot aao paet UMK's era 
atarah with their saha! (kfeitkka^lao) oaraoara, Wksi- a oaw UMK la oatexl late the KDC hlook rf)> it ar 
af^o oaterek late the UMkH block ,10S,.Ta geaoreto tao saqaoaoa of ^aoadl^a a> tha reaosapa v fao feya 
lar tha vwloao lavola ore in tore aoaryptod ia hha aloak a$am aoctor the hoy ahave It and haadly aha 
aahat aameor of rhe ourreat UMK tefea faxa d^a register 4CA 2) la bleak 70, (^de akaa 10k h^sa a 
dok^ aoaoaky, so If It heeoe^es rok tha older poet UMk s a aa^ removed faaakh aod etored lo tha tkare ?§. 
pretaodtd by belap oaoryptao aodor reara reaaat UhtKka, 

'To rao>arar a storea oreesoga, ihe ^opeadlxoa are paa^od oaa by aaa to tde akaoldy al Fhg, 4, the Ifvst 
aolag tha Uk#C o^,dei aorebor whlah lo osaO to oboko th^ opproahata Ukfa foxa stara tha, tao aaat 



pppeedP dofog ted to the cfoxkpy 7S for feovp&m undar the UMK to ePiaie Ids im> lha 1st;; ap^ix 
timm^ m io foe eiraafog ?S for dwyplfe iswts LUK to obfsfe foe dOK. sea idea tea 
nasesage dealt Mm% fed fo foo cifoehky IP foC deary ptfoe uefow foa POP md folk embedaes is foe 
rs«ii to »«o 8* txidy of mMng*. 

« Sabstsadaiiy tde seme fosheiese ie ssed fo? mm® m~m ^ asasmfod messages. A sefo 
storage key block SSK tdfo similar fo foe blocks m 7t. 72. ,,, axmisias e sat of key registers for s» m 
key hw^y PUK Pm& : m$ TOP. pPiaek 108 ie shawa se smm® idea foe similar sleeks h&cmm If 
eerdafos ealy keys eea-esoeadleg fo PmasefoP keys: Idem Is sbPaePy no aaeP lef storage fo keys 
aomssfosxffog to Pseaias* Keyed Fo? sfodsg e message,, foe message is eaeryefoe ie foe uses! way. m;fog ' 

m a message Pay folk and foe cunmt OOP; It thee fm foe FPK aaempted wmt tin tee ASfoP 

saee/pfoP aadat foe PHK< foe PfoK easfoppfo eerier foe fosters. Ufofo sad Ida aadsi ssmbar ef Ida eaeaat 
CPfo all appeadssl fo it for efoesfos. The message s» m «fobv«a fo decry ebeg ssbsfo.foifoiy se for 
masmi%> $%ma mmgm ot» UA's, 

The system is slam used Is pafobe mPbeepcadoe at ieesliy stored m«^8i, wfopimr ssesdad from 

?s eider mi er ieeeiiy geoarsPfo Tie oblsel fo saxfo setaafoisssea is fo pm»ft« ieeeiiy stsmd messages 
Pom foforfomoae by <m eefofoer was assy gala assess fo the foe n aed mmtm? IS trig- 1)» fompfo est ef 
coarse fo the ssoadfy module Ifo Seas as ssfoifow might try to defofo eseeseeesk rsrnfoy messapas, a? 
IrsssP massages. 

The memory 1$ fos the Isfoamf memary fo foe PC U) aeafoles videos massages HI foig, fo af 

se vsryiap seegfoa eefo foofoed fo \mdoas ieafooes Ps-eiigh dm e-mmmy, tkmfoidesi meseagae mea ef cseerse 
ha foaeiad fo eegs^aeae of eesesaeaeefoiae pages fo the eeaei e?sy\ wifoaet sifofoeg foe gdeeipisa 
deaolDad hemy Aesefofoae fofo foeae maesagee there ie a foraefoey fofo fofosh fists fo sestiea tej se 
idfofofoi^ title fo asfor maesage esa foe ieafofoa ef foe maseayya ia e^amary fd, fofhsm foe meesage fo 
eaforefo fofo the memera ifo a fofofo ie eaioalefoO for it by tea fofoO geamfoer fofo eeieg dfoa base key aaaes 

se whiah the maeeege Ifoed se esaeypieai. Tale foefo la siamd la saetloa lie fo foe okaetery 1 ta la asseelatfoa 
fofo foe titfoaefoleaeflea of h^ eassaege. afored fo seaflae tKi Ie sfofofoe, foe \eeoie list of foAC's la foe 
diaaataav nt ls fosfoad ae a spesfoi meaesge ; erfo e giofofo «r aeaer foAC Is aeiaalatae for daasa foAO ? ef 
This eieael MAC fo afoead Ie a ofodai MAC mglfoar 1 13 laeafod foskia the saaadty mefoaie i fo 

8 it la dasirmd to ahaek the lamyrey fo aey ladlvfoaei afoasd Ilia iiefoei Ie foe fomcmty fofo ; aa MAC Is 

sa eaiealefod aed (aaapeeaO wm tss MAO stared Ie tea dPeatery lit. Aiaee these foACs am eskeafotad aelay 
eaeryfoiag kaya ( if se aetetoer tries as medify a file, he eaaea? gsearafo a aermet MAC for foe medifofo ilia. 
Thea Pea fo Afoa la the eiaaalmy 1 1 P eetdeofioate f dak iedlfoeaai fifos. If day krfogdty . at ifo; afooia sat fo f Ilea 
ie fo da edaekeak tkee foe qiefofo foAC at tfos foAfoe Ie tea directory fod le sfoeaistad, m <x#tm&$ arita 
foe stared gpfoel foAC la mgisfor ltd ay foe foAfo eemyamfo? 44 df fo tde saasfofo modaia IP. if ae 

as aasfofoer edeagas foe dkaemry Tfo Ie aey way, eg dy delafisfo ae caay. eaeagfeg the ardm al eafdee> er 
iaeefoea aa aedy> foe giedel akACi will ae fomegeCa sad elaea foe glaeat foAC is afoasd la foe eeaedfy 
*bmm Imm asaem gels seeeee fo it,, he will do eaedle fo ads;yp id era! the gioaei foAC fo 
foe aifossd dlaeafory foil eat mefoe foe efkfofo gfodel foAC ie reglefor ttfo (Aa aetelder woafo aet do afefo fos 
ceieeiaaa a oiedei foAC for a elasaea:d die, dgeaaae ail foAfos em aefoalafofo aelag forys; bat II the glees! 

sa foAC were aceassfolm ha masd mafoae foe satire file ead giedel foAC ey a paraloaas varsksa). 

it will foa reeifoed, fo eaama, foal tim efACda ef foa ledlaklael ales aea da fosaad sa pad fo the efoesd 
Piaa. Tfoa aomaefodfoe fo the giedst foAC woefo teae laeeiee laeklag ag ease stored foAC dam lis messapm 
dy asfoa the Piasafory 1 fop Pisa, if the foraefoey fid Is Papa aaaeaia It eaa da Pivkkfo lata seeifofo with a 
saedoadfoAC foaeag aompefod dm aead seafooa from foe foACT fo tea maesepes ideefolep dy fofo eaetfoa, 

4S e<fo foa pfodei foAfo delaq masasaep from foa amslaeal foACde, Ida ssmtlaaal foACP ese da «tarad fo aleaq 
simaaad foey aaa da mmPIiad dy sa m.eekler, tday alii alfoer Mi fo mafod foa foACP aemmfofo fmm foe 
asaeafofoP maesagae fo fdfokrmfoea or tkelr gpfoa! foAP all! foil ta mafoa foa elaesd gfoesl foAC fo epylefor ? 
fofo The foraefom foC may fo eaarsa tea ieaefoP fo tde meremp fo, As as sdemseva sa foed;ag tea gfofod 
P1AC fo e aegiefof Id foe saeardy mrfoaie IP, It eae ae sidfod eatskfo das samaPly raadaA; oat fois reae iae n 

as Pad aofod edeee foat foe whale at ids stored leformfoiee aoaie ae repleaed ifo a psaeeas asmiea wfomat 
deiapdefoefod. 

If foe year wests fo edeega has sfoafo maesagee : eg by chsaplag a ataesaga. eddlap a Pssfo message, as 
^ didfofog a message, foae foe foAC al foe abaegefo or addeP emsaape maar ae eamaafod seP stared fo tde 
dimeter v 1st. or foa foAC fo foa Pefodfo meleega daleefo Pern foa dirsataay ayfo aed a aew gioael foAC 
as asfoaiefod aed smmd fa Pea mpiefot HP. Tale fovfowas eaiy Ida eafoelstfos ef foa aew foAC fwsiae t § 
esoalmd for iefoaafo aefoasffosderdaf foa meseapat ead foa eslealfoaa fo foe eaw piaOal foAC fmm Ida 
emssege foAfos, The foACP efoha aachseged eweasapas am aeadaaaed, sad se praeeeslap fo tease 
a meesages ie raqairesk 



St may tumsma teat « w moots to etess A»n Us oom bbb UAr to «.»>o^r UA, UAZ, eibmr 
mmpomPty or permsamrdiy. to the km; mom he will want to be abia to us® dm nam PA mmporartiy to mob 

3 omssogoe *hkh base boso dtmotod to m eoromt DA; m am second, m m want s h» sv^&srsa 
umstvn®* km his <M m to nh tw* «». Tim* !>*o <*»» m fendM mmmiy. 

For IN* m easo, dm user mouasc tee KDC for a |owr$sv Aty. sbecifyiop wbied oft* Aamdmt da 
wants to urn T!» KDC Pmreepoo imm dim «fft a toeroay key : arm also sobs go g» UA mbmb ha is 
«rs§ & respond la aba kaoroby imy, sandlnp Aaasmy boy fenoryjaK! onder tda UMK sob CDK key 

re Nwwefcy of Um to UAO, where b la emasd in a momey key regiemr 10? bogebm? aktb tha addroes abbe of 
bAt. Tim user earn sots op Hk mn UA to emm sis rsaabmd messages arid to mseond to asks from DAP by 
seraieg team to ilbbA Tola message imosAm is mbbmmb ay DAI mmrypdep too ommmgo and mmocmpboq 
It amber dm pamoy key Pads tda osuot modern MK}, ooo idbe sanding Am modeled massage to DAP. At 
UA2, dm oma aoas bis pamey day m deempt ats nmssegos. Too; bmeoapoa mast da used mtd asutton. as 

?s if immiose tie barmnbestaa of Asa some message seorymsb ooaor mmmi Kays, aae oiao does oat mm 
for optoitog ad Am lombey day sbmr a gmen ossgs. Ramlm emmob easm Am UA1A at me ooar roost tm 
adyslaaity dsriaaorad to UM omd fnamilea team, (is toot, ait previous DAIKA as wad may tm mstekop ya 
allow dm beosmr of eaeomty sd>fa<i ataesspaol A iiad wdir too KDC is mea asmdsaiyad, as doscddad 
aaaaa, « iiade mdaotbar UAvs are thao ostadttsdao, A| mm Kayo airaady to ma UA2 om of ooorao 

as paoAoy^t W«s tdt Um for toe sow user is drstoiieod sab att days to UA1 ere iikewiea doedovod.. Aii 
eaeareiy stoosd messepe 'm m m mm to UA2 wfdooot eay addtPoaas aoorypeoo i to io too* otorod farm 
at asxaypdKi masaapo pioe eppafmioas op rya dm kfAlK serial oambmy so dmt d>oy ooo do dacayamd et U AP 

mist m oswiy mum mm. 



At a UA, tbers ts m paokmp eystam for tPo koya, ie for dm obotaats of tda oeoortty maatala, Tdla ts 
Poosaoe aaaaotP bo a aoaoao vmskoaos m dsao ttm boyo ovas'obio oabbom Am soaodty oxxiody A APtora at 

aa a UA aao aoiy do robo^eyad by aoetoolop boat UA. Ttm ADO rsAafaa a aampfoba sm at dm tJAkA ; a for oeod 
Abb aob dm appxJpPots m ooo bo oeot m dm wumtptih IS ami mtasteito^b so f Pet my aaoamiy sbaob 
amoeegea tm Ae toed, Tkb bA moot bdeo |§ odaslmksA so tdat say saaomty sparest messbpas eoe oa 
rmxLm m meat tdoe rmebtaPiieP its ttokb mtd brat dm ADC aad Ama ar;y md«r AAA wbtad itbaaate ilake 
vrttp, |Ae abtb Am oPpkaei e>APop yp of OA flaks. mood of toe ooo db sabmveb dy o set at stooge masaapao 

so Permpordsb aver pom IS Aom tda KDC). Aoy omsaspas mbod worn Piraotod to P burlap Its Aboo time ma 

Amy went As rosmm team o;mo too fsdod UA das doao msmrod end Its koks rmesbtPPePesd 

Too pomkalmm Am Aoekop akba Aslarao or the KDC are blffooeob Ttm ADA aodrdales a roootb or lop of 

tda dbodlop sdme 1i! Aiasy dm elate of too ADD Is podoPiosip/ stomb io Pm imektop sAm IS. If team Is o 
fslima at dm KDC, Ida apommr most bob book op dm KDC to dm prwkoosly sbarnl stem, as amemma! 
from Pm ommory 10, TPa lap as At mem$apee wotoh Pova oaoormd slooe Amo is tlmo pleyeP beeb m tea 
KDC TPP; ddape Ida ADC op to be eooest oormot btabo mto tba emmtAloo dmt -my boyo akbcd It 
pAombAad eed aeot out durlap mot Proa mm mm mi Hoeoo doaop dm play-dbok of dm tog; any 
•m mebsepeo wdiod Ibvolvad Ida gm-saraPoo aoo: asmbsop out of Koyo ars ;^st^i so aaodlap out Aoed kayo 
do Am IJA's to rspdma thoea wdktP mbe pmytoosly seat ami dot taem bso&m loot by Am ADC, Tha ArPola 
oysbtome Pate? meAsred As o ooaslobmbadmb 



b Ao lomotmtbo otarspa spabam looluPlag maoas tar saAmoPoaAop a daab of laformaboo oompAAop a 
pdaekty at amebepyas Py omoos of s mesoape eolbaotiostlap codo itAACf oaloelbdap o;Pt t cdmaotorisad dp 
a-samm far eaiomoPop a rospbbdvb AtAC for aeab maseape mm a global fAAC Pom km bmibdool fAADA, 
se A- As laferasetioa sdmapa sysbaa aoooobrm ;o malm b atsaarsadaoa lo ■Pat bra massegos ara dAdbm 
iofo blocks, mfm a tbook At AD Pelop oelouibbml tor eaoo dksm tram dm blACA of tda omsoaaes of mat 
blood, bob too global IPAC aoAp oaicalatad irooi Ida slack MAC'S- 



3. A^afoat)abaa a&asgs ayaaaa acceding to- ^f ixwy§ c&m, sm^^;l^§d ay ma^asfbr ateag 
<a a a^caaty axyaa;* a pkit-iilHv of kayo aoa o? w&ch ^ ;.->aad ?<a oaicak&ao tba r^AC*. 
encrvp^v^scrv^oo mam, and mm* fer *aoryp§n9 3* masaagaa baaaa &*ag&. 

4, *a&rmatsaa stamga ayoaaa aocoal^g a> oaaa) 3< cb^ae&bsed by a ^%aaaay of t^o or mom 
bays, wSh tba io«*g* ^y being gsa$r»d random?? for osaa moasogs aaa abaab ** ^aas§a, mi 
bab^oaaab^d with mo naat baa up tba bbaaroay to yaad ao oaorypbaa key. 

& An fofemssfiaa aioraaa ayat^m aecord^g b> obbni 4, ohamotariaod m mat tba hereby of kaya a^a 
maaMbba a aaaba, aM i that aaab koy up to but aat Indudfeg iaghaa aapoadad to iba body of ma 
^oaaxgo uadar ax^to by ba> aaxi key up ibe baawaby - 

§. ^a^ate aiorago aysaam acaordmg to abfaa af amaaataaa:at by aaaga <ao$aa 

pr oaaodag mo aaanbar of maoa oaab kay aumm aad aa*aor fe aoaagmg a bay aaau ba asaga caout 
?aaaba« a pa*b^aanmad ^alaa> 

7, M mmmv^km atego syaasaa sccoabag ta oay oae okama 3 m a. ebaraaaateb fey moaaa for 
n^oaaag aaofyp*§d manges lanTbasba r^aaata tarn tba syatam aad amrbag oaab raosaagem a^aaa 
far aaaoadmo & ->bo ?aosoago eooh kay aa to bat aob bmbaba^ mo b^gboaf aaod for aoao/pdog tao 
aaa^ap at: tba ramoas taaaaaoa aador oaoaaabaa by tba aaat bay a=a aab aaa*aa for 

eateMag too MAC af tbe message aad asperafe** aral irschj&ng mat MIC >r> fao catekaaa of ma gkmaa 



